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ITRODUCTION

Despite significant study and corrective effort over a period of two

decades, the defense system acquisition process in the U S continues to

be plaged with major cost overruns, schedule slippages, and hardware

performance .eficiencies. The paraeox is that most people in government,

the military services, and industry who work in this area honestly desire

that this situation be otherwise--and they share a growing personal frus-

tration that improved results have not been produced in spite of redoubling

of their individual efforts. By implication, there is something very

fundamentally wrong or lacking in our policies and/or practices which has

escaped identification and attention.

At the outset of his tenure, the present Deputy Secretary of Defense

focused on cost growth in systems acquisition as a problem which should

be given priority consideration. Optimism in program cost estimates,

cost growth via excessive development and production changes, failure to

[ identify major risk areas, and excessive dependence on paper analyses

were identified as the principal causes. In his memoranda of 31 July

1969 and 28 May 1970, the Deputy Secretary directed the Service Secretaries

to identify areas of high technical risk, to accomplish "formal risk

analysis," and to expand program management practices to include explicit

consideration of risk assessment, risk reduction, and risk avoidance.

The application of risk analysis as defined in this report appears

to have great potential at all levels of the acquisition process--from

the program rdanager to the OSD pclicy guidance staffs. However, in its

present state of evolution, risk analysis is not a science--or even an

art. Indeed, in the context of the systems acquisition process, it is



Chapter V addresr t in a normative fashion, the subject of how to

perform arisk analysis, what the outputs-should be, and some of the uses

and benefits.

Chapter VI presents ' the conclusion. and recommendations of this study

Uteam.
-The authors are indebted to more people in the-academic community, DOD,

andlindustry than-we 'can acknowledge individually. Without their cooperation,

guidance,, and-experience-,-together sitth generous contributions in- time,

Ltravel, and creative suggestions--the study team could not have penetrated

very- far, into the intangb'le.sub'Ject of risk analysis. Of uitmost importance

was the giner.Ud support .of Edward Ball and James Grodsky, Research and

ICvelopment Pblicy, ODDRE, and the management research grant provided by

the Aeronauticai l Systems Division, AF Systems Comrmand. Particular recog-

nition -also be :made, of the,.spontaneous responses by Army and Navy

Dep .T.tment personnel at every level which, together with Air Force

-contributions, gave the researchers a balanced, tri-Service perspective

concerning on-going programs and risk analysis activities. Finally, it

is important to recognize that this report represents the views, con-

clusions, and recommendations of the study team and has not been officially

approved by any DOD staff or line agency.

Ut

Li3



H EXECUTIVE SUIRY

Introduction
IThis study investigates a method of r9ducing cost growth and inmoving

quality in.theweapon system acquisition process. Other recent analyses

have focused'on identifying and correcting major deficiencies in current:poliy guianceand manageyme t procedures. 'This study., by a~ zrdis-

' ciplinary. team of Air Force Acadeny faculty members. take a more specu-
-lative-aprbach by, investigat~- a nei management process, "formal ribm

Risk analysis is preiently' neither an art nor a scieAce. 'As a
Vesult, the informal, fragmentpd eff ort's attempted in the past have not
been effective in solving the overal ,pr6blem hiah is so complex, so
ill defined and nebulous that arriving at acceptable definitions,
discovering:Thea,& jor sources of riisk. developing working models for
effective, analysis and evaluation, aqd distilling pertinent informatibh
and techniques into meaninWfu guidelines are themselves problies of

- staggering magnitude.

-_Different -organizations use tlhe :termia6logy of risk anaiysis in,
different ways; therefore, it is necessary to clarify risk analysis as
used im-this repor t. Risk is the probability that a project will not
be completed- with slecifn d time, cost and performaince constraint's by
following a specified course- of action. Risk ,assessment is an estimate
of the risk a~sociated with, a t articular course of action. Risk manage-

ment is the generation of aiternative courseb: of action for- reducing
risk. Risk-analysis is the larger process of combirg risk assessment
and risk management in order tooexamisefacto.s affecting the, risk of
acquiirin system. It is the purpose hen'i to identify what a z-iskanalysis is, how it can 'be accomplished who shculd accomplish it and
where it fits in the mangem.ent structure for "weapons systems

Risk and Uncertainty,

To determine the risk associated with the acquisition of a weapon
system, it is necessary to do the following: (jL) Establish the dominant
uncertainties which are present; (2) Select a promising course of action
based on these uncertainties; (3).Assess the risk of this course of
action; (4)'Generate alternatives; (5) Assess their risks, and (6)
Iterate to a point of diminishing returns. This is a risk analysis,
and it d-cn be used as one input in the selection of a preferred course
of action.

The study team found that uncertainty in the weapons system
acquisition process fell naturally into four relatively clear-cut
categories: TARGET, TECHNICAL, INTERNAL PROGRAM and PROCESS, Target

[uncertainty involves a lack of knowledge concerning what end items are
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desired and what criteriik Should be used toivevaluatei them. Technical
uncertainty involves S~~igtechnical problems. Internal Progiam
uncertainty involves- iiceidfty-about- how "a progrpam- shoud,,dwhe planpd
and -managed-.. Process tL-ceftdinty involves the program's interaction,
-with -the external en-vireonment-antd revolv ar9&ound un.certainty over the
availability -of the 'resources reuied- to _:e teapop~adteL
criteriae- -And. thifesholds, e4lqye in p prog- -apoval. Experience has
shown--that this, dategoihig- sh*azpens-analy~ og how uncertainty- acts
to genei&te;.risk.

Oneresult of this-4tuady is the -disqovery -that aycueofos

growth-are introduced-eiiy.in-a- poram befdre the Pfogra& ii Inager
-- assumes ke§ponsibiliy Thus- a~n i ~rtant task-for the'studs' te~rhas

been to, identify anid ckeoie h ao uncertainties iih6 ren in h
program and-outside -thi6urisdiction o the- PrAm Manager .

Risk- Management

Rikmngemen involves- the seledtion of- set of alternative [
-couises of' -ac'iion'to- redu e or -avoid risk. initial alternitives are
.selected-.bd~'d on the categoris -of -undertaitl tha domin&te the proe.-H

gramanddiffer -According, to thevtype, of uncertainty. 'For 6ample, ifU
target uncertainty- is -predominAht: (:L)- thre~t itudies-.ne~d, to be con-
tinuied through -the -develbopment -.period; (2) piralei develjpment of 1
competig systems Is not 4popiiate; t(3-performance requitements need L

-tobestaedin- terms, tf intervolsrah tha points; (1+) ,a source -or
tradeoffdecisions betwen theirograi M~nager- anX7 OSD authoriti&s is
desirable; (5} 'a restateiiefit ,6f'-terformance, requirements is nelided er Jj
development source delectich; an'6 prtoa ro6totypifig should bi -
considered.

If technical uncertainity is tpa~mu -() del testing and-L
development, .production, or opeiitipkal prototyping needs to-be con-
sidered in-lieu bo--paper analysel; ()arledlointby more r
than bhe Approach is indicated for quantum te~hnology jumps;,and (3)

subcotracors th a pipietqry stte-rof-the-art advantage should be
made available ,to all pro~pectiv6 conitctors.- .

Internal 'orogtaim unzeitainty ,requires: (3.) a maximumn of flexibility -i

in program- design; (2 inicreAse -corn ication ambn -Program Mangr;
(-3)_ high visibility for military, Prfogram Managers, to improve the career

aspects of tL-heir jobs; and (4-possible production prodtotyping,.

Process uncertainty encompApes a multitude of uniknowns and indi-
cates -(1)the needfor program ajpproval to be clearly definied; (2)

that tradeoff authority that is beyond the Program Manager bo -rapid-li
available to him; and (3) the Progra m-Manager shoul'd conduct a con-
tinuing sensitivity analysis of possible impacts due to unexpected

funding changes.



Risk Assessment-

A, risk. assessment is-a comprehensive, cariefdily structur e d approach
for estimating the risk profile of a particular alterpAti Ve course of

[1 actidn. A risk assessment of eachcof several alter natve courses of
action is then part of a risk' analysis.

A' quality riskasgessment can be agc6 mlished only by aL group of-
trained analysts in mathematics, probbility, statistics, opeiatiopz
research, and computer science -aided, by cost an-lysts, "productioh,
design, and engineering people, and extrerts in va~ious ,technical

'disciplines.

The quantitatie 'disciplines involved in risk assessmit are group
assessment techniques, subjective piobability, 'trend extrapolation,
cost esm~t'i g, end network analysis. The frst four 'can be used to
p-ki6i&tbrminal results or to provide inputs to the more powerful
techique, of network analy-sis-; -The outputs which they produce, though
4sieful, do riot supply, the kind of -or-, Ation necessary for a quanti-
tatve risk assessment) of the type required. The 'technique whiich offers
the most promise in quantitative orisk assessment- is a ve.'satile,, simu-
lated network apprah, using group. assessment techniques, subjective
probability, technological forecasting, cost estimating, aid others as
sources, of 114put.

Risk Analysis

jJ The techniques .for conducting a risk analysis exist; however, a
- single procedure should hot be established since the best procedures

will differ with various iprojects.. On the other hand-. the outputs of
an analysis can be fairly -well specified.

1. A general description of the dominant uncertainties (target,
technical, internal program, or process) which directed the selection.
of the original course ,6f action.

2. Identification of alternate courses of action (sudh as
hardware proofing, ,prallel development, etc.) tpo resolve the major
uncertainties.

3, A detailed discussion of the potential. problems in each
major. program element fo each course of 'action considered.

4. Individual and joint risk profiles of time and cost for
each alternative course of action. The inherent assumption i that
the specific desired, perforiance is obtained by following the course
of action.

5. An analysis of how sensitive the risk profiles are to'

change in tne inputs.
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6. Tradeoffs, as-recommended by the Program Ynagei, ?oz-
maintainiing- the overall -program within sp~zcified coit, time, aiid'
perforir~Ance- thresholds.

7. Ccmparisoii with previous, risk analyses of the same ,p;:ojet

8. A cqqparison- of the candidate management courses e't aet"Lon
and a recommendation of a -preferred course of action on the b=.ais of
risk consid~ratiofts alone.

9. A discussion of the major assun~tions -and an explanation of
the disparity 'hen. the' ies t ults ar e dif±'ererit firoba those exkpected.

The dc~ncept that a risk analysis requires an ite2 at',ive intera-tion
between the manager and -+.be assessprs, coupled with the teAt that onty
the contractor h as -ready, access to the vA#azdunto neeessexy data,
dlctate that the ,ana-lysis, must be perfor~hed, in- the militar-y or don-J
tractor Program6 Office,

The contractor should continually assess -the total pircgra risks. i
The prime. benefacto-r of a risk -analy~is, the Pirograa:m anager.. can.
then request an analysis-of sievreral aLternatiyVe courses of action each,
-timne the assessment indicates the .need 1'or a tradepff decision in a i

- ~--program element. Although a risk, analysis would be but one input to
sudh a -dbci~i6n, it could4 be 'an important one. 1

byhe res-ults, ofa thoroiugh risk analysis should be presented by the
'9rgr a -a~gi te pogram is reviewed for-a- major decision

by 40 -evelSericeauthority. Such 'an alysis ordinarily includes
a OprehensiV6 study ot iieveral giternative courses of action for con- L

sideration- by the decision maker, For a DISARC or cop.gressional review,
the'risk profiles for tii'e anhd I dst f or .thae preferre d 9course of action -

should be presented. -These profilep .provide immediate identif icationI
-of the prqgra'm risks fixed by th? DCP- thiresholds, and serve as useful
inputs- to adj u~tmenf. of those thresholds. The reyiewing authority
cannot conduict a ifieaningful independenit risk analysis. For further
67bjegctiyvity; howeverj, he could request -an independent evaluation of
the Program M4anager's analysis.

Conclusions and Renom~mendations

L. Conclusion:L

ONE OF THE BASIC PROBLEM IN AN~Y STUDY ON RISK IS THE LACK OF
A GENERALLY ACCEPTED ;RO-f DEFINITIONS. -j

Recomendation:

ESTABLISH DOD DEFINITIONS OF THE BASIC TERMS AND CCCEPTS USE
IN RISK ANALYSIS:

L
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,K I -
RISK: The probability that a planned event will not

be attained within constraints (cost, scnedule,
performnce) by followirn a specified course of
action.

1 UNCERTAINTY: inc64lete knowledge.

RISK. ASSESSMENT: A Comprehensive and structured
prodess for estimating the risk
associated with a particular alter-

native course of action; also the
product of such a process.

RISK MAIIAGEMENT: The geneiation of alternative courses
of action for reduding risk.

RISK ANALYSIS: The process of combining the risk
assessment With risk management in an

iterative cycle; also the product of
-such a process.

U.2. Conclusion:
TECHNICAL UNCERTAINTY MAY BE ONLY A SMALL PART OF THE WEAPON
SYSTEM,ANQUIS-ITION PROBLEM. SUCCESFUL -PROGRAM DIRECTION AjSO
REQUIRz3 .MANAGEMENT CONSIDE _TOr OF TARGET, ThT ?RKAL PRCGRAM,
AND PROC3S JCERTAINTIES.

Recommendation:1 :REQVIRE-ANY "RISK AMILYSIS" TO 14CLUDE CONSIDERATIOV OF TARGET,
TECHNICAL, INTERNAL PROGRAM, ANDL PROCESS UNCERTIN:IE.

3. Conclusion:

IN THE AREA OF QUANTITATIVE RISK ASSESSMENT., AGGREGATION
TECHNIQUES (SUCH AS NETWORK ANALYSIS) ARE FAR MORE-ADVANCED
THAN THE TECHNIQUES FOR OBTAINING INPUT DATA (SUCH AS SUB-
JE0CIVE PROBABI ITY AND TECHNOLCGICAL FORECASTING).

Recommendation:

FUNDING PRIORITY FOR IMPROVING METHODS FOR QUANTITATIVE RISK
ASSESSMENT SHOULD BE GIVEN TO DEIELOPMENT OF INPUT TECHNIQUES.

4. Conclusion: NOT REPRODUCIBLE

RISK ANADYSIS& -'PRI!,1RILY BEiPEPITS THE PROGrAMi MANAGER, NO
(1 AGENCY OUTSIDE THE 'MILITAEY OR CONVLACTCR £'ROGi AM OFFICE CAN
U EFFECTIVELY PERFOR34, A RISK AN7AL 1YSIS OF THAT PROGRAM°.

a 8
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4. Recommendation:

o, Direct each concept formulation contract6r to perform a risk
analysis.

o Direct each contractor in the source :selection competition
to perform a risk analysis- and specificay include it least
the uncertainties iaentified by the risk analysis performed
durin& concept formulati6n. H

o Require the Program IMnager iz the winning contractor to
update the risk analysis after source selection and before
contract award. LI

o Direct the contractor for each mdjor on-going program to
conduct a continuing adsesiment of the *risk in: the :program.

o Require the Program MAnagir to present the results of ,a
current risk analysis, to include alternative courses of
action, each time, the program is -reviewed by higher sertiZe6
authority f6r-a major tradeoff decision.

o Require the Program Manager to present the results of a risk
assessment 6f his pr6grama, specificaly the risk-profiles
for time'ind- cost, -each tiie the program is reviewed by the
DSAC.,

o Require an independent :evaluation of the, risk anaysis or
assessment each time the program status is presented to.
'highe authority for a major tradeoff or milestone review.

5. Conclusion:

INITIAL COST ARD SCHEDULE ESTIMATES FOR MAJOR PROGRAE HAVE
INVARIABLY BEEN: OVER-cPTDnflsTIC. IIM RISK THAT COST AND SCHME ULE
CONSTRAINTS WILL NOT BE MET CANNOT BE DETERMINED r" COST AND
'SCHEDULE ESTIMATES ARE GIVE IN TERMS OF SINGLE POINTS RATHER
THAN DISTRIBUTIONS.

Recommendation:

REPLACE THE POINT ESTIMATES OF COST AND SCHEDULE PRESENTLY USED
WITH THE JOINT RISK PROFILE FOR COST AND SCHEDULE FROM THE RISK
ANALYSIS DEVELOPED AT THE' COMPLETI'ON OF SOURCE SELECTION.

6. Conclusion:

TO OUR KNOWLEDGE NO MAJOR DOD PROGRAM HAS DEVELOPED OR USED A
RISK ANALYSIS OF THE MAGNITUDE ENVISIONED IN THIS REPORT.

9



j] 6..Recommendation:

InITI:ATE TEST CAES. -ID~iTELY. FORMA.L RISK ASSESSMNT AND 7A
AMAYSES SHOUJLD BEUSED THROUGHOUT THESE PMhOT PROGRAM TO
DETERMINE THEIR, FEASIBILITY -AND 'UTILITY TO A DECISION MAKER.

7. Cticusion:

TEEcoam ndtion.EBS WAY"0 TO CONIDUCT A. RISK ANALYSIS. -4

RECO4WMED. PILOT PROGRAM' SUCUL M-,~EN THE YOST USEFUL1! OUTPUTS. .

1. Ageneral description-'of the types of uncertaite
-in the piogram.

2. A detailed dise-upsion of the potential problems in
eac rnor program elmn (egfne, etc.).

3. Identificationi of alternative management courses of
action to resolve the major uncertainties.

i4.~ Probability distributions of time and cost; risk
profiles for'each c'6urse of action.

5. A sensitivity ~analysis to determine the effect of5iput perturbations on the risk-assessment output.
6. Tradeoft studies as directed by the Prdgram hnager

for riiintaining the overall progiam wiithin specified
cost,'time 44nd performance thresholds.

7. Co~arison with -previous risk analyses. to identify
trends.

8. A comparison of the candidate courses of action and a
reccmuendation of a preferred strate'gy based on risk31 considerations-'alone.

9. A discussion o~f the major assumptlions and an explanation
of tedisparity when the -results are different from

teeexpected.

' [1 8. Conclusion:

THE CONCEPTS OF RISK ANALYSIS ARE INADEQUATELY UNDERSTOOD. ANl
EDUCATION PROGRAM IS NEDED TO INSTRUCT ANALYSTS AND MANAGERS
IN, THE PREPARATION AND USE OF A FORMAL RISK ANALYSIS.

Li 10



8. Recomndationt -

FOtLCV1IN A )MANINGFUL PILOIT PROGRAM9 DEIGN{ AND- INPL6i!!! A L
RISK AMAYSIS EDUCATION n WGRM-,WITH THE FOLLOWfING MAJQR AREAS
CF EMPHASIS: fl

Short orientation courses in risk analysis for hi.gh level
officials who-deal with uncertainties in p.rograrn managent
and program-app roval. 1
Longer training courses to odtliine the detailO of risk
assedinent techniques for selected peisonfil who may'be

.requi7ed to perform or evaluate such assessments in the

Introductibi-df Risk Anlssn d s iitesbJect in
appropriate goWrernment mnagen~nt schools.

Assinmet -of speciaL2y tdalented military and, civil serviceI
personnel to a non-proqfit-icorpordtion- ok- ftividte cojisulting
firm~with ekpertise in., Risk Analysiis.

riI



CWITER I: THE RISK ANALYSIS PROBLEM

,The-Setting of the Problem

Cost overruns, schedule slippage and performance degradation in

American weapos ' acqu~iition .Ave reached intolerable 'proportions at all

levels of American society and governmbt. Tep__revailing attitud is one

sharpened by the fact -that 'the defense of the riatibi -is involved-, -and: the

cost of veaLons is going up ts the ability to prchase is going down. There

LItire also severe and competing social -p ems. Equally ,dstarbing is. the

fa'ct that no one seems gble to gt-hs finger squarely on-what is wrong.

Guesses range from outright -fauo:d rfia;:coYnpir on the .part of-the umilitary-

iidustrial"' domplex to b-tnjfiens"of the most -domplex weapons

acquisitio,,proc the world h -

This studyj'is- not the first "hard look," at, the problem. "Several note-

orty groups havb produced a numer of significant studies. At the same

time, an impressive ntumber of individuals have developed approaches and

f techniques for. dealing -iith paiticular aspects 9f the -ittuation. This study

reflects the concern at the po!licyt level. It is thus an attempt to look at

the- problem as g whole, to see as clearly as possible both the magnitude of

the problem, and possible e.pproaches -t its solution.

The solution to the pr.oblem obviously depends on the diagnozis of its

cause. If, for example, -fraud is involved, firm and enforceable laws may

be the answer; if inefficiency, better management. Unfortunately the

Uproblem has defied simple diagnosis and hence simple solutions. Indeed,

the fact that so much of the cost overruns and schedule slippages have

[I more or less caught- everyone by surprise indicates that the fault, in

i large part, rests with factors which were not anticipated when the

12
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original estimates were made. This- alone 6 utz that the solution

lies! in better anti~tpation, assesbmnt and mnagent of these factors,,

'a process that is loosel y cal-led "Risk An alysis."

Study (6snesis and ApproachF

This study vas undertaken becausi,, of wide interest within DO]) aiA.

industry in the- requircment for "for~mal risk analysii" which the [pty
Secretary of Defense' directed in his umo~randa of 31 uly 1969 and 28 mwc.

1970' (1,2),.~ -dditional motivation ias provided by 06]) policy, ,idance: -

AUl new programs will be kept- in the. -conceptual .developmet
stages until the responsible Service Secketary and th6& OSD ca
be assured that the program is tu~~'ii' r~rsaet

,proceed into full-cldveopnt (2 )

The objective of the resesd-ch was to dng.11 viabeOj ied risk L

analysis, to ixamine the kbehefits and utility of 'such az aalyis,"

to suggest possibilities koi' using risk analysis Ih the s ti~ms Acquisi-

tion-process. At the very 'least it -was anticipated that the. stu1dy
v, ould r'eveal-ishat -kind of an analysis might be acceptable to OSD.

The study-ta 'established contacts with maagment consultants and

academicians, with. program manag ers in~ the Serviceps and industry, and
with professional groups and DOD policy staffs. through these contacts

anexesie irary was assembled on the subjects of risk, uncertainty, F
decision theory, and the defense systems acquisition process.

Status of- the Art L
Risk Analysis and-cost analysis are sometimnes thought to be comparable I

disciplii.4es. But there are fundamental differences between the two.

Numbers in parentheses refer to items in the' Bibliography at;
the end of this volume.

13



Cost, of .ourse, is an explicit parameter measured in familiar terms

with, fairly ,simpile quantitative techniques for. data manipulation. For

H example, derivation of total program cbst--given those of its e!6eents--

is not a calculatio- .of- great difficulty.

[ Risk, on the othei hand, is qupntif ied in th. -les., fa&liar te6rms of

probabi!lty and the derivation of t6tal progrza- rik it a plh more

difi'icult -process, athoi igh;ethods do-exist. L 'Cost

anal~~is s b~t bdf dr e cidit Th::mjor P:otl:. ormon to

)bbth ,is the ,acquipitton of valid i dt, -data.

hiin, sumwark, it, 'is dnf,9rt,44ateI,* tre 'that r isk aq &it-.-16 thie con -

text 6f the weapon .ystem7 acqusition pro~ass-Iddeg n6t enjoy the

U recogniti6n,,and use as dbes, foriexampie, cost an13s.isis Rather,. it

is at best an -art in (6, relativiely primitiveo -of deve!o6nment-, albeit

one-vith the gleam of .d6nsiderable- proiise,

Areas of Applircation for 'Ri k Afiaysis

Some classical studies of cost growth over the past two decades were

accomplished by Pock and Scherer (3) and ,rshall and Meckling (4).

LThese showed the average USAF programs overran original cost estimates

by a factor of 300% and experienced schedule slippage factors of 135%.

Some graphic illus'trations are:

EAverage Unit Cost

Tactical Fighters: F-100 (2240 produced): $ 800,000
F-lOS ( 835 produced): 4,000,000
F-lIIA ( 160 produced): $ 8,500o,000

Strategic Bombers: B-47 (2040 produced): $ 2,270,000
B-52 ( 745 produced): $ 7,200,000

B-58 ( 115 produced): $12,400,000
B-1 (in development): $30,000,000(estimated)

14
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Average Unit Cost

Military Transports: C-47 (100oo produced): 100,000
C-l2 ( 50 oduced): I1,600,000
C-130 ( 338. produced): $ 2,806,00
C-141 ( 280 prpduced): $ 8,500,900
C-5A ( 20 produced): $30,0 000

Table 1 I
USAF Aircraft Cost and Quantity Trends

This table dramatically demonstrates two well-known trends: a rise in [1
unit cost and a decrease in the -quantity of -aircraft produced. An uifor-

tunate result of cost growth has been the necessary reduction in the

'number of weapons available for the defens6-of the nation.

Numerous studies of the causes of cost growth have recently been accom-

plished by competent teams in government and-industry. From a risk [
viewpoint, an amazing -ptte h of risk initiation, risk growth, and risk

transfer emerg -eh£ iAlly during the early j)hases of the system,.life

cycle. In gene6ril, pibgramsg are doomed to inev-table cost growth and

schedule slippage prior to the establishment of a Progiam-fanager (PM)

There is amp~eevidence of -inattention td risk in ,all pases of the Ii!
acquisition cycle. There is a need for serious attention to the insks

in prog .ms in each of the following areas:

1. Concept Formulation. For im6re than two decades concept

formulation studies have pressed for the last 10% in the state-of-the-art

and the earliest possible operational availability for new weapon systems. U

Thus, from the outset, there has been high risk of exceeding cost and

schedule thresholds. U

2. Threat Evaluation. Those responsible for defining operational

requirements are motivated to insure success in their functional area by

*See items 5 through 15 of the Chapter I Bibliography.
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projecting maximbum eniemy capabilities -rather than by using probabilistic

11 timates. Thi:O results in unrealistically high performance goals which,

H increase risk and leave the -PM little oi- no-allowance for meaningful
tradeoffs.

H 3~.Initial Pr6gkam.Estimates . Probabliy the most significant

single -fadtor in apparent cost growth is the unrealistically low intihl -

H piogra.M cost estimtei submitted to Congress. By this. approach-, whi ch

minimizes the chance of Congressional di~pproyal, planners transfer risk

to the PM,. aM# the Program is., in serious, funding, trouble trom~ thd start.

4~. Sodkc6 Selection. During source .selection,t'onti'actors

minimize their chafice of losing, the co# titioft by tubmitting the- most

liiioptinistic proposals regprdJng- the unrealistically, high performance arid-

schedule goals. At -the sane L time, they tailor ther: bidcos s -to the

unrealistically low funding. aithorized' Pd Cngr§ ss '~Unavoidablyr, the

accumulation and growth of rrsk at- this point -is: eyond, the mie an s of most

Program.Managers to correct.

flI 5. High Technology Programs. Over the past 25 years, pr-

occupation with advanced technology has produced a generation of

scientist-managers who have bean tralined, rewbrdea, and- promoted omn.the

-basis of -their abi-lity to manage technical innovation. As these skilled

professionals came into dominance, the practitioners of conservative,

cost-conscious design declined in numbers and influence. Thus, the pro-

Ii grams of the 1970's are subject to substantial risks because of a

pr;pe~naityfor overdesi -gn and excessive technology.

LI6. Engineering Management Systems. The pursuit of advanced

technology and the advent of the scientist-manager has resulted-ini

LI laissez-faire management discipline similar to that which promotes
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technological be_-.ckthroughs in research laboratoriei ., To insure minimum

standards of management discipline, how Ver, a vast array of government [1
imposed management, control, and information systems has been imposed. 1
These systems' are expensive and time consuming--and may be countEr-

pr ductive. They are an imortant source of risk and inefficiency i

program management.

7. Anticipated Unknowns. The,-competitive urge to be the leader]

in producing-4and fielding advafn&d wea4 ons often encourages unwarranted

optimism regarding programed milestones. Too often, pieoccupatllnr with

schedules induces,,only pirtial completion of development tasks in or'der I
to reduce the chance of delh'ing eommitments t',ull production. In

this way substantial, risks are developed and transfeFred to later phases [
of the acqusition cycle.

8. Unanticipated Unknowns. During the' 1960's the defense,

acquisition process',gravitated toward complete system specification

based on, paperwork planning and paperwork source selection. Military

and contractor PM"s have been deluded into thinking program problems

have been identified. The result has bien a further proliferation of L
hidden problems which grow and later in the program cycle reuolt in

breaches of cost, schedule, and performance goals.

The Semantics of Risk AnalysiB

Risk analysis is not an established science. Many of its terms are

borrowed from other disciplines; so some of the key words will mean -

different things to different people. Accordingly, it is-necessary to

define the major terms. L
"Risk" itself has decidely different non-technical and technical

meanings. In the former usage for example, it means taking a chance or
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exposure to adversity or danger.

H For the purposes of this study, we ,have adopted a modified form of

the AIA definition of risk (9, P. 75) as' the probability of failUX.

RISK: The probab!litr that a planned event will fit be-
attained within 6onstraints (cost, schedule,'
performance) by following a specified course of
action.

-Risk is 6ften confused with uncertainty; though lired:, the twb

concepts are not the same.

UNCERTAINTY! Incomplete knowledge.

Risk assessment involves the process -of risk estimation,.

,RISK ASSESSMENT: A comprehensive-and structured process
for estimating the risk associated? witha: particular alternative course of ' .

action; also the pioduct of such a '- 'K-
-process.

Risk msmagemint is concerned with the generation of alternative

courses of action to be assessed for risk. 116. purpose of the assess-

ments is to provide the mifiager with a comparison of the risks involved.

RISK;ANAGEMT: The generation of alternative courses of

action for reducing risk.

Risk analysis combines the functions of risk assessment and risk

management.

RISK ANALYSIS: The process of combining the risk assessment
with risk management in an iterative cycle;
also the product of such a process.

i1
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The Structure of Risk Ahalysis.-- -!

A risk analysis is a joint effort of ah analyst-;nager team. The

manager is charged- -ith the -generation of alternative courses of action

designed to develop the eapon systm -under consideration. The function

of the analyst is to assess, through mathematical means., the risk involved K
in achieving the desired product as a function of the cost and tibe-ind

to indicate the subsystem developments which most affect the program risk. I

The hianager is then motivated to modify the courses of action to reduce or

avoid the. risky dev'elopments. The risks associated with these courses of

action are then assessed-by the analyst. This assessment-m!oditcation V

iteration proceeds until the manager is satisfied that he need not optimize

the alternatives further--at which time he selects a course of action to [

use in proceeding from where he is to program fruition. The procedure FJ
:does not guarantee an optimum course of action, but .serves to apprise U I

the manager of the risk inherent in his selected strategy.

In order to accomplish a valid risk-ana-lysis, those who are accomp-

lishing the assessment need access to planned development strategies.

In the early part of a program, analysis is best done by either the

Service staff or a contractor retained to study the development. When

the Program Office has been established, the analysis is best performed

by either the contractor or a staff assigned to- the Program Manager. In

those instances where the risk analysis or assessment is used as part of

a presentation to higher level authority tor a major tradeoff decision

or milestone review, an independent objective evaluation of the analysis

should be performed. L.
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Scope of the Study

r The major purposes of this study are to describe what should

-I constitute a risk analysis, to indicate where, when, and how such a

k j risk analysis should be used, and to establish why risk analysis as

i I presented in this study can be an effective tool in reducing theLi

excessive cost growth, schedule slippage, end performance problems

which increasingly plague the weapon system acquisition ,process.

Additionally, areas in which follow-up effort and research are required

are identified.

~The scope of the study is restricted in several ways. First, con-

Sideriitions of zational priorities, military utility, and the political

environment °ae excluded from risk analysis as it is recommended herein.

Secon(4y, time constraints precluded detailed study of the role of

ing program management and its effect on risk. We recognize,

however, that .meaningful risk management is possible only if the assessed

risk is contractually recognized. This means that follow-on studies

should include careful attention to contractually recognizing assessed

risk in ways which will provide the flexibility in the contract in.tru-

ment needed to motivate the contractor and permit desired tradeofI's.

UFinally, this study is not intended to be a technical manual or
procedual checklist for those who may have to actually perform a risk

[ analysis. Rather, it is intended to provide the basis for management

guidance and policy in implementing risk analysis.
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CHAPTER if: RISK & UNCERTAINTY

,General (ofisiderations

iAisk h6s pi6eVously- been defined to be thclprobability that an

eVent will not be compI7td within specified time, cost and per-

for nstrantsby following a specified course of action.

Uncertainty has been cha-racteri7ed as a state of incomplete knowledge.

Thus risk and uncertainty are not synonymo!us.. 'Their relationship is

probably best iflustrated through the example shown in. Figure 1.

~Risk

Risk

~. 'R Rionofuncertainty

I 1.0
SI , i "

I iiII I I

0 -Cost I
,0, - Cost

(a) No Uncertainty

(b) Moderate Uncertaiity

Risk A

IiU Region of uncertainty

1.0

0 Cost

(c) High Uncertainty

Figure 1. =

Relationship Between Risk and Uncertainty

U
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Consider first the development of a product which Ps so far within the

state-of-the-art that the cost of development may ,be,asc;Artained'vith

certainty. (Figure la.) Then the risk associated with its dev4<,yment is

either zero (If the cost constraint is greater-than the actual -cog-!,.t:or

one (if the cost constraint is less than the actuai. cost). hus, .-here ri
there is no uncertaizity, it is known in advance whether or 'nc't a projpt

canb be completed within a specified cost .constraint. -

Now /consider the developm nt of a produdt in which there are Uncertain- Li
ties involved. Again, if the c~bt constraint- is* too strineht, the r&k>

is one (the project is a certain failure); if it is: sufficiently relaxed,

the risk is zero (the project is a certain success). There is, qwever, a

middle ground in which, for certain cost tonstr -ints, the risk is omewhere [1
between zero and one; that is, there is some chance the prqject oii be a:

success and some chance it will not. bihe more uncertaity there iat in a[
project, the greater will be this middle .ground in which only a probabiistic 1

estimate of success may be made. (Figures lb and lc.)Y

( As time goes on and as money is spent in a particular project more

knowledge may be obtained and therefore the uncertainties may be reduced

and the estimates of risk may improve. However, the risk of completing

the project within the original cost constraint may either go down, remain L
the same, or go up. In other words, ,he adit onal kcrwledge obtained may

show that the project was less expensive than originally thought, about

the same, or more expensive. This same discussion could apply to time as

well.

The initial thrust of this study was directed toward the analysis of -

"technical" risk and the technological uncertainty associated with it. It

quickly became apparent, however, that "technical" uncertainty was only
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-the visible tip of the iceberg. Submerged beneath the surface and

frequently having a far greater impact, on program objectives and success

'in meetiing then were a number of addition4 uncertainties, ,ione of them

pprely "tichnical" in origin and not all of them internal t6d the program.

WO have classified these-uncertainties into four categories: -TARGETi

TECHICAL, INTERNAL PROGRAM and PROCESS. There is some overlap among these

categories, and' the boundaries betqeo - tie must, in some csses, b: arbi-

trardy defined. It might be-,m6re accurate to describe them. as components

in a fdifferentiated 'ontinuum of uncertainty rather than as discrete

categories. 4evertheleas, the essential differences between them- are clear.

Iks the,!gxperience of the study team thit viewing uncertainty in this way

i hsirpenjs analysis of its impact on the weapons system acquisition process,

leiding toan enhanced understanding of the mechanism connecting uncertainty

with risk.

I Target Uncertainties

/Dscription.--The term, " . s u ca h tW d , -_.L

physical and performance characteristics whidh a weapons systemi must have to

I siisfy a giVen need or requiremenft. Target also refers ,to the, desired ,cost
andzschedule goals established for the deveiopment,progrm. Target 1ncer -

" tainty is the uncertainty iniolved in reducing a need to cost, schedule, ond

performance goals.

Discussion.--Target uncertainties enter the weapons system acquisition pro-

cess throughout its life cycle in a variety of ways. These can be generally

suwmirizedas follows:

o Uncertainty concerning the nature of th' need or desired

operational capability.
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U,
o Uncertainty introduced through- te formal procL~s_ of

generating requirements. A

o Uncertainty concerning t-he phyO,'al and .peif6rmnce 11.
characteristics which the system-#;st :Psses if it is

to satisfy the stated requirement.

o Uncertainty of cost and schedule estimates.

The uncertainty of the need stems largely -from the vagaries of inter-

national reliatioi, the intent, and capabilities of ,U.S., foreign policy, the

nature and: extent of enemy threats and consequent uncertainty concerning

the nature ,f the 'expected operational environment. Even when the need is B
well defined and clearly understo6d, uncertainty can be intr6duced through

the-mechanics of converting the need into a stated requirement for hardware. 1
This can begin with a po6ily-structured, undefined con eM 'fo r atlon

phase and run throughout the life 8f the program. -Once the need for a

pa:ticular kind of ,weapon system is determined, it becomes-necessary to

configuid it ini accordance with clearcut physical specifications--established

targt c iteria of a relatively precise technological nature. No programdan,

proceed to -development and production without a detailed description of;what

is to be built. But, in the words of the Assistant Secretary of the

Navy:

The whole point of the development process is to get something

that 0e haven't got, s6mething that-we-have never seen, and some-

thing ,that we really don't 1-mow can be produced.... We simply B
cannot, ambig usi decibe before the development tegins, 6r

at any point, in fact until we have a final object, what. it is we
are actually buying. (1)

There is an unavoidable element of uncertainty built into the process

of translating a- relatively, abstract -and imperfectly, uiderstood "need "" into

concrete specifications. The system's success in, nieetiig these admittedly
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uncertain §pecification and crteria is our only measure of its operational

worth short, of 'full scale deployment;,yet full scale 6perati6.fal deployment

invariably, onts out tht these riteria were:'neither complete nor entirely

accurate. In many cases ,t1he validity of the target criteria is never sub-
1

jected t6 the white heat of' full operational exp~osure and, is therefore

subJerct to, constAht reinterpretation.

The uncertainty. and .unreliability of cost estimates have a direct beaing

on risk. The- esti-,Vtes--which !are inyariably inaccurate in th6 early ,tages

of the acquisition process and even more pronounced where the desired tedh-

j noiogicfl advance is greatest--go into te DOD plannibg machinery anI tend to

be "cast in concrete." Congress and the aerospace contractors leain of them

and use them for their planning pnrposes. Despite hanges made to the pro-

gri elements in the interest of improving the technolbgy, adjusting to the

threat,-etc.,, the jearly cost estimates themselves are seldom-revised.. Faulty

3 estimates in the _!anning stages ultimately either regquire relief from the

specified cost, schedule and performanc& constraints or they result in cost

-growths.

Technical Uncertaiity

Description.--Target and ,technical uncertainties ire Very closelk related.

To distinguish between thm, one muzrt separate the uccr t.inty of the Criteria

*used in solving a technical problem from the technical, solution itself,.

Technical uncerainty treats the question of whether- a system can be dveloped

at all, within anj time frame and for any cost, or the degree of difficulty

which will be involved in building it.

Discussion.--The entire concept of state-of-the-art is a highly subjectiv4

Mone. Thee is considerable difference of opinion among technologists as tb
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-- what is mesant by the st-atement that =omething is "techn± l fe'4 be' or,

"within the state-of-the-art. Cur xain Dur-pose i this section I s not 'to

become engaged in a semantic agretor the meaniig, of these tIerms, but 3
to -Doknt out somue -ura.ctical considerations arising from the concept of

H"state- 6-f--the-rart-i -3efore- an -analyst;. can-o-redict the difkerence between

what i.available-\ and what i -ontidered advanced technology, b'e miust deci& L
on.,some di~niti&n 61f the tIQerm. in th6se prceuction processes 'which are,

routine and repetitive in nature tere Lt understood to be a body of- general L
knowledge immediately available- Access to thi-s khowiedge is easily achieved.

Development, on the other hand~ is concerned with cne-of-a-kinid projects such [
as complex weapon systems. The state-okf;the-art in such advanced development

and manrufacturing processes may be widelk dispersed, -may involve proprietary

informatALon.. and will usually vary greatly- -between contractors and. government.

lihboratories. It is in these latter kinds of- undertakings that the degree

of technological reaLdiness requilring, special expertise is uncertain.

For the last several decades the developmenits in U.S. weapons systems [
hav e reflected an engineering "&o #r-Ine of- quality't 4hich, st-essed advanced

technology at t16he expense of- quantity. (2, P. 1; 3, P. 6h) The business [
and political exrvironirdnts encouraged thi doctrcine and rupagnif-ied the problem

of making necessar tradeof'fs. this -has l~d ,to a ai-tuatuon of - .echnoloical

iqopi a whi ch ha tdowngraded an--y effoit's to develop a aneertperspective

~~dat (I' c-orectly assessing what Is required and anbe achieved wi-thin

dollar and time constraints. (2 f-rmlating techaical predictions in a wa

that will perA:Ik ve:rificati on and (3) budgeting respurcds to acd~rili~h the

technological. objectives. The aseessments-of the past have beer. extremely -
error-ridden, useless and difficult to refute, They w ie useless and

irref-utAble becau~e in stating that a certain performance wspyial
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I ~pssible, they often ignored the, 4rai time ca nlcost constrv_.rnts. Many

cost overruns begin with opiisi estirmates of the- state-o&f-the -art.

I When does the solution to a technical brobem~ lie beyond thd program

cnstralnts? When is a problem beyond the ;present capabilities of the

scientist and engineer?' The difference between these 'two questions i real

and lies to a large extent iat the basis 6t techhical uncertainty.- in those,

3situationg~ where unanticipated problems arise--problems which obviously

cannot be forecast in advance ith -, high revel of confidence--the technical

* difficulties which,-thiey pope may not be accurately assezised. if these

F, ~ problems occur at a 'tihie when hardware, Is being built and itested, the design

engineer may not. wish to dksider the;- -,j'obiern -as being insoluble for fear

that his ]O ers and supervisors might doongrkde his engineering -iagenu.1ty.

2 jThe Piogirai Wnagers in-both governmient and? industry: often reaft to technical

uncertainty by designing around, it, by making tradeoffs and -fi'nCLly through,

submission of Engineering Change Proposals. This may help to eiplain why

many of, the engineers and managers interviewed 1 the preparati on of this,

report stated that it May not be p~ogsibl6 to tell if a technical- problem

is eUe~ insoluible. The human'fic'tor which nmotiva es mean GO-ttempt

the inT0'ssiblez-and in some instances succeed--also' causes him to coficeal,

flput-offk, or uselessly persevere over a geauin&i."insluble." Even her~j it

[1is really a question of time and resources. Who is to say- that giyen enough

-jtime and imonie-_,6 -_h -e could still not be solved?

This cop'.ex it~raction, of enginiering Ingenuity and the "statezof-the-

art" foriii the ,bhsii for maW problems in the weapons acquisition process.

The ihabii *y t& laccurately assess the technical feasibility of large-scale

te'chnologicil endeav6rs wfthin, ,stated cost and ,ti*, constraints results in
' changes to an already"'slippery" technical baseline. Thus, purely



"technical" problems contribute to the overall uncertainties of development., P.
Internal Pr6'ram Uncertainty

Description.--Internal program .ncdrttinty involves those uncertainties, that

originate within the program as -a result of the Way i which it is organized,

,planned and managed. The boundary between internal program ,And progress is

largely aft orgalnzational one;, internal program uncertainties are those that L

,are uAder the jurisdiction of the Program Manager-. Internal pfogram uncer-

tainty is ; he uncertai.ty inherent in selecting ,a p&rticuLar methcd, [or]

ma. gerial strat.gy for. delizng .d:ith a giveh problem, not the inherent -

uncertainty of the pr6blem itself;

Discussion.--Internal, program, uncertainty enters the weapons system U
acquisition proces's in a variety of ways. These generally occur chronolog-

icAily as follows:

o Uncertainty of initial estimates in all other areas--process, U
technical, and target--.inasmuch as they impact internal program

styling., planning and ansagement.

o Uirtait- ino selectin -isong- .various. acuisi strategies.

o Uncertainty in program management.

o Unceritiinty, of program outcome. F]

The first thr~b areas of uncertainty listed here are closely inter-

coupled, not only with each other but with process uncextainty as well. U
Perhaps-the most difficult aspect of analyzing process aiidinternal pro-

gram uncertainty'is in deciding where to assign the role of uncertainty

in estimates of. the available resources.

One of the' earliest "hard" program decisions is the selection' of an

acquisition strategy. Uncertainty concerning which acquisition strategy f
to use--total package procurement, full prototyping, competitive

28



3 evelo.pment of selected compo9nents cofi~etiive paper studies, etc.--.is

,&*Ikf-ied by the-uncertaint~ in,-earlyv estimatew~ of the resqurces needed

and resource's available, cdiisidera~ions which we 41ll dis' s in our trieAt-

*meh-t, of trces uiifcertaintics.

I Having, selected: a pacticular acqtiigition dtrate&, program ,styling mus-t

be established. -The object of selecting suit,*blb program styling is to

strike the proper ban&a the basic pk6s;4 6e eihts of cost,
schedule and perfornawnce. the-' 6.lac trcaongteebyienl

program styling should reflect an acburate gssessment of piocess and

Ate ,chnological llncertaiitiesi. It -shouldt -be e mphaslZed- tIa this- is not, a

static balance, bdtA, dynamic one ,ihieh changs constantly- throut:ghout 4thL

life of thei prog&am.

Today's turbulent. environmeqt ;reqiirts that klexibli.iy Ibi budilt Into

every'weapior system- p~iogramz.. Efforts on te- part, of thne governffernt and

1!industry to definiltize t.he systek reaurl or a fai ire -to make I
adequate conting c pT-iil .irPlytzarzatee prcgri.. Innbal,~c

Floxibility in planing and. management is a, n esyprer'equisit to,

[I -government ~and -industry effectivrenesg ;,
Fiiiall~y we must consider the~ -uncertaihties it, desired, prorii outc~me.

I] The Prgam Manager is faced, with a lar~e -nuhiber of cq pilin~"ndofe

U equally valid-trequirements which M~ muat -recondie though the -mecharajsi
of p 6gi'am management. Congress is- primarily- concerned, With tbe program's,

immediate. fiscal impan~t. Planntng, sta±'~s &t the Service level will bbe

concerned with the "ilities"- -reliability, vulnerability, maifitainibility,

LU etc.--and with projected impact on -fp,?ce structure. The using organi. --

zatioh will be intensely interests-.n terformance and operating cost-i.

The ~military Progrbm Manager and his industry couniterpart nust, in oneA
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way or another, reduce the uncertainties generated by tension aing thesecmeig re duete cr iti sThn'iin s

competing requirements if program success is to be insured. They st

also have the authority--or, as a minimum, the influence--to do so. r

-Process Uncertainty

'Description.--Process uncertainty is fundamentally different in nature from

target., tecanical, and internal prcgram uncertarhty, Proress uncertsInty

originates outside the program but directly affects the program's

"critidal mass" of supporti 'The Program Manager can do little ,to alter L

pr6cess 'actoks. His only ,reliable tactic for minimizing- the impact of

process uncertainty is to style his program in yonformity with the

realities of the external process environment, and to be sensitive to

changes in that ,environment. The- uncertainties here are mach broader in

scope than in any of the other categories and boncern Service priorities, L
other weapons programs, roles and missions debates, DOD policy, the V
President's budget .and congressional political consideiationr.

Discussion.--Discussions of process uncertainty should consider the

following subjects:

a) Uncertainty that resources which are required will be L
available when needed to support the program.

b) Uncertainty surrounding the criteria to be used in the

initiation and approval of program changes. I:
Resource availability centers mostly around political consideiations.

How much money will Congress be willing to obligate for the program in V
question? How do the resource requirements mesh with -established fiscal

and budgetary planning? How much control and surveillance over the pro-

gram will Congress ,exercise? What will be the relative priority among

the Services for the monies allocated by Congress? This last question
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Spoints out one of' the single greatest pi ocess uncerta-inties In. a program,

Where the likelihood of a sh6.age of funds i-_ high, managers 'must be

i provided some basis, v bWhich to style their programs so as' t6 reduce

* the impact of stretchouts,, etc. and to develop contingenzy plans.. in

_U today's environment there is great, uncertainty abciat "which" programs

have 1 what t" prioritIe.

The uncertainties associated wSU"ii the ciieria to be emplovan Z.:,

program approval, contractor selection and in the review and -elaluation

6f 0l' ogoing efforts focus on the f'unctions and: activities of" the Defens;e

L Systems Acquisiticn Review Council (DSA -). Asscciated with this- organi.

1 zatign aPd these processes ;here is an adversary role to be plaved at

different levels of management. The DSARC aast examine in detail and-

be critica]L of those programd's being promoted and advocated by the

SerVices'. The DSARC has been organized to comvlement the Development

L Conkept Paver system and to advise top DOD management of the status and

readiness of a major program to proceed to the next phase in i'bs life

cycle. When' events and parameters in these prcgrams exeed vreviousy

agreed threshold limits; the "rogra.. n r Ci reviewi' ' . ete- t

should be permitted to go forward &§ presently configured. Working in

this -batyo sae i-ortant -ses :. are

"non advocate" in nature. The absence of a data base, comparable in

size and quality to that of the program advocates, and the absence of a

stallf of professionals to analyze the data -and those courses of action

resulting from it, seriously imair the effr;z;",':'c- - ' ?S' 7>

non-advocate role. Considerable uncertainty te r _j-

i whether or not the thresholds established. for each program are realistic

- standards of measurement for desiding when a program shculd progress ;to
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its next nijbr milestone, arid-w .iee or not the threshold has, in fact,

been ~ P atand icrtit srgtdn:-the DSARC's decision process is i
typical of' process uncertainty.-

The -boundary between :rcess arid, internal proer&, i-li'ertainty je

some-What arbitrazy' because they are both ifitinatp4y conceriiedkiith f
resourC6 allocation. An example of' this can 'be sedli'.n, the project~ed,

funding requirements for a typical system.

FuiFunds
required Pns[

The present-year oqieThcu

funding
Ye4T'r ear

Fig~re 2.

Funding for a typical. System

Rigure a shows the- ginal ~projected f'iscal requirements which

must be met if' program schedule ahM perf'ornaude goats are to be -achieved. [
Firgure 2b shows the pcssible downitream liilpact, of' this years cut in

funding. Whether the f'unding-cut. wduld~, iii; fact, occur was- a p..rodess L
unceritainty. The way in which it will imp~vct 'dowlnstream As, in tart, a

process uncertainty and in part an internal program uncertainty., Note

that the total program expe~nditure is expected to increase. This is

partly due to inflation, a process factor. The total program cost alsoL
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I increases bcause of loss of .pr6gram efficiency and contract oeihead--

program factors.

jl The ueapons Acqisition Process is a tremendousiy cmplex, turbulent

network of activities. Although there is nosatisfactory static model of

this process, there. eare, a great many organiztional dn. -

that assist in its description. The breakdown of the system life cycle

into, the 'phases of C o-nept Formulation,, Validation, Full-Scale Development

and Pr6duction is one of these techniques. Since the overall acquisition

process is characterized by high uncertainty, any conceptualization that

. arifies the uncertainty present in it should be welcomed. It is toward

this goal that the categories of TARGET, TECHNICAL, INTERNAL PROGRAM and-
PRCS ere developed. The b~undarie s -between c6tegories, are- not always

\clear and distindt, but the poer of tbe concepts mo its examination In

more detail. The next chapter will ;ex~mTie how to resolve the uncertain-

ties or tb manage; around them.

I

I
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I [f The preceding dhskptr introd.uced the four categories of uncertainrt~y

which this study, group :believis encomp ass the pDrime- tu cet8.nty preaent,

U n a weapon system deyelqpm~nt, progrp. The s- atemei~ts concernin;_ the

source, of sai& pikeituaint-is are illuminating,, and indeed useful, in that

0 -many of the sources mazy be abate'i by remedial actions of the DOD--axnd by

the Ser-vice Secreltaries and theiAr Civil 5eivice 'and .Militoarkr Staff sub-

01ordinetes. Btsd. hnsd not 3oc. ven-gt, and Wy never occur

at all due, to otnear aonstraints exctant in the gozOfinft. The problem

then : ems.ins--hqw to resq lve the uhcertaihIties. into -;known quantities or

76to manage azround them if ithis c-annot be done. it 'Is this pDr~blem we

flow address.

Our objec9tive ini. this chapter i~s to inetrodu~ce some tes-halques -available

to th& ddeivipour in his task of generati.ng alternative cot~zaes of c t 1on

U,6 be use& in bringing hi-eao system deVelobiment program to frulti

.0.fl Thonduating a risir. analysis-., one ia i'equired to genez te, an %ni ~a! set

of+ lternatives-, assess the risk in these, modify them to ±aducz6h risk,

Ureassez-5 them., and aontinue thiz, _iocess unitil one alt6rnati-ve may be

U chosen as, the optinpuz~eend. Both the iri~1gener*.tion and th"e snbsequent

moaif i',tiom itay be' accomp lishea by UsIng the reChpioue presented he-e"

Uand cother~s since this, is by no mean an exhausive liat.

The gtieration of altexnative s~rat~egies for the acquisition of"a

i~iparticular 'weapon system is a highly innovative process, and the individual

g~nerating s~ch procedu.res cana only depend u-pon. his excperienc:.e (which inh

some cases is seriously la~cking), case hiatories, of similar progr'ameq and

his and his associstes' IM'pginat4ions. There is a dearth,, of inforimation
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in thi* management, literature in th,-e field of strategy giheiation. The

.As-j~ -4ocus is in the fild of analysis.,

Assumixig known goals and clear pliiining ~pemisesj -the
gfrift step 6f decision making is the develop~ment of alter-
natives. It. s -rare- for alturnatives to be lacking for any
cours of action; indeed, perhaps, a- sound adage for the
'imnager is that, if there seems to~be only one w-ay of doing-

thing-, that way is- p4iobably wro~ng. Whait the manager has
pobably not done is force hi~seif to c6nsider othier ways,.

"to O~en his eyes and -d&~fOIp-atrnatiives; unless the does
so,. he 'c&nnot know ift his decisidxi is thO best possible.
(8 P. 5'

-Che CztIler General' -s-Off-Le -has recommed§'din a rept to the-

qtjgress (5): that a "decision- guid4e" identifying the various alternative-

tajquisitidn strategies should be created--onieiwhich identifies'the

features, oharacteistics, andIoshbrtcomings of each. Such aguide,, toL

~posilyin-1,d coniacting ,stra&tegies and procedures, would be iinas-

urably useful to -anyqne, initiating, mod ifying,, or managing a vi-apons

system acquisition--and iespecially useftl to- t-,b&.nqvice Progi m Manager

(as- Ma;y bf tbe mirIftaxy RP'," arc'. Our' efforts heres 2onstitute

~an attei~t to start 'such a guide-.

The iht ent is for the developer to ascertAin, based on the definitionsp

introduced in the previous chapter,, which uncertainties are paraiiiunt 'in

-te- -Prog ram under consideratdion--and to generate alternative strategies i
for development-i.usiAg- zhe techniques mo~~z effective against those uncer-

tainties. The developer may -then proeed to conduct risk analyses (as

;pecified -in Chapter V) on these. alternative strateg es, change them as

indicated- by the anal~yses, and' select the optimal one based on his

utility considerations.

"The fact. thatil one does no -need to make decisions in the face of

major uncertainty -but- can instead take steps to reduce uncertainty is
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an essential quality of the develcpment process." (7)

I Management Under T~raet.-Uncertainty

Target uncertainty can be a significant f#ctor in a development pro-

gram. It has been fre.uently pointed out that a weapons system rarely,

if ever, is used for fhe original purpose for which it ,was conceived.

I Very freqdntlyj the j ianned target does got f"'2ly characterize the real

need that exists. As a development program proceeds, important derzign

requirements are ri.cognized by both .the developer and the user which were

not previously coAsidered by either.

Techniques which are, effective for reducing risk arising from 6ther

i forms of uncertainty are not necessarily appropriate strategies fo-; use

when target uicertainty is a key factor. For example, a parallel d.evelop-

ment technique foi a system or Subsystem, h &b. ia valid under t-ecnical

uncertainty, is not hig y effecti-ve when target uncertainty prevals

(see the ,section 6f this chapter 'ntitled "Parallel DevelJopmeu;" 'for a

discussion of thii concept). Ufortu-nately, those actions which zest

-and clarify critiC:a! assumptions in the -spezifications may not be carried

oixt until Very late in the development ;c:ycle. ThuE parall . development

~jj may have to be airied very far along before sufficient data have been

gathered to ident!fy an appropriate choice. This may result in very

expensive development costs.

Under performance target uncertainty, outcomes tend to be much more

desirable when the followir± actions are taken:

U 1. During development of the weapon systems., continuing effort

is expended, iii refining the threat which the system is being acquired

fto counter. This in turn should allow a finer spec!fS.caticn of the

performance parameters required and consequent resolution of the
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target uncertainty (tereair mn:nt stAff of -the hA!Itary -seivices

are chargqd -with keeping tniE de~velopet-, whnther he be mkiitary Pr6gi'am

Mnager or his predecessor, apr.a ,Lsed of: th-i tr-end in perb~gfokrAnce6 requir e-!

menta). The furthet downstream -In ti.4~ syitei -de"e pmeftt priogram gets, -

the more costly and calaiitous are, tht- effe&t of c hng4--ig the. require&~

performance. [
2.* A sin~gle,$ ronising a-D-roch is cajried ~~wr through the

developmient cY--_ to ihe poxnt where it cp & b & te'sted in op~ratbiqnkl di

'Operational-.ike' condit~ions before a f£inaJ. :ph itmn s made for

,production. Onc._,"teiiir, studies, have been acdom lIshed,, aL courseJ

of actioh should be selected which coricdfitrates~a acI;,,chn cl~arifyin

th-e 4pproprite tae~get requireiLntqs,~ it does on identifying 'And solving

the technical problems.

With these concepts regarding the ung~n o~t ige ncertainlty in,

mind,, the following actiogs -aF proposed as votentially cf or -Ulli-[1 '

i zing or redticing the risk associated iwith target uncertaintk.U

1. The criteris- for development should be stated. in- such a way

(6s, for e-camp-lIs, in terms of upper and lower 11mts on perfornynce

requirements) that tradeoffs can be continuously made between tuechnical

design and operational r~quirementz througout the 'system- development.U

2. A Steering Giroup should be established combining represimt-

atives of the development management team and the user to review- design

and operational requirement trade offs. Such a group sbhould b~e con-!j

stituted at a sufficiently high anagerial level a's to minimize the timie

required t'-o effect desirable changes (see section sn'ttle ree " .tyL

of tlne -,css for Change Aproval" later in this chapter. H

*See the D f. th ic3 7 Operational -Prototyping." U



appio~l of statedrqi6mtsddaad o -e

,i'tvdul~b6ppropriate to estabih a'olig--f! perio

#actor pda te them i. nqecessary.. At the- tiin* the development contract

isaareH the minning contractor has supposedly establ.ished his capibility

U aerv~ra-6ystem to meet the main features of the stated operati,6naL

ILI Fequitrments. Small, changes in the requi~rements, should therefore notu invalidate the seletion iof- that coxit-ractor for the program, A proposal

suchi as this vill, probably not decrease the optimism acknowledged by

inusrya~being -a ;Aj b pait of -the replies to BFP Is, but Shou-ld

certinly tend to diminish, the number and magnitude of Erigineer-ing Cbsnge

Propogals, submitted subsequent, to c~ntract ~aWar~,

4. thcbrtainty conerlining the estimates of tiU6e and cost required '

to deVelop a weapon gsystem havre been identified as- target uncertaint ies.

flMost people involved with weapon system acq14ist-Ion realize,-t, t these

estimates are just that. -but they are treated by som6 6thers As deter-

[1 ministic quantities. Their p~robabilistic natur-e-should be adknowledged

by quoting "risk profiles" (as in Figuare 1, Chapter II) foi weaponi

1]system acquisition courses. of eation * -and if a single numbe~r is'.r~quired

[1 for budgeting or- other such purpos~s, the risk a~sociated,4ith that cost

or time shou:Ld be included, The, "i'egion of uncertainty" ~In the risk

profile may be decreased by increasing the accuracy -of cost and' s~hedule

-~*Chapter IV and V discuss in much greater dtiil the i6eans toii obtain these profiles--and their uses.
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estia tes (for s~ubsysteM developmn'ets) input to6 the risk assessme-nt I
which produces the profiles. Toward this end, estimating techniques

mustl be 'improved and seminars or courses crdAted to instruct, those I
4*harged with the estimating activity. [

41Anagement Under. Technical Uncertainty

The -technical uncertainty preValent in a developmeni-progjraz may be [1
assessed as high or Low by answering, the quest-ion: Do_ I kowjlhov t6 build l
it--that is, do I know- howto constr~uct and mate the parts anid establish-

quantity prcduction ' Qcedtwe~s to, tturn to# large nunbers- of the item, if.I

that is required? If the s~newer is yes .ten the technical uncirtainiy

'is, -low, and converse~y. High techftical uncert - In i's be t resolv~d by H
high order hai-dware proofing activities like mnodel test-1ng& and, the three

types, of prototyping. Varyin2:g degr-ees of technical uice .tainty riequre,

different levela of proofing or uncert .inty iesolutilon. Glenrnaa~~')I

has provided & c" ssificatidn otf proofir&g techniques vhich ranges from

pkper analyses, in t.he 6ase of Jlow technical; ancertaintuk, to protiotYping

where technical uncertainty is predaminL. - lnhn' levels Are: ()

paper analyses, (?design review, by experts, (3) focused applied

research, (4) model testing, and (5),prototyping. They are all described

here for organizational simplicity.

If' very high technical unce~rtainty exists, parallel develo~ment~is,

indicaited, (That concept iz described immediately following the dis-

cussion of proofing techniques.)H

Proofing Techniques

1 Paper Ana' .ses. This technique is characterized by extensive

use of mthematical models of the physical world representing 'he
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environment within which the syptem n=ist operatle- and a meatkematical

atstradtioh of- the systei iltself-. A wide variety of- hyp~theticas1

esgns can,,be investigated, and e.lesast preiiny umet can

6 maide .of the suitability of- etternative designs and de-velpment

thatla to highly~ special-ied piodqdts-7-where there is I -tle or no

interaction between compbneai pa-nrts ao that they are sufficiently,

independent, bf-ac other to allL disjoint trreatment. One of ta e

Tmajorapoiaon required iii the use of- mathemtical miodels inVol~es

14 Simpljf-ication of- trie interrelationships between -coponents2 wherein a

grat, deal of- jaUigm ils sometimes lost -- especially in c'nlcae

0) progams.

2.. Design Review by Specilits, If- a developmeni 9trategy or set

of alternative st: ategies is brp: t~dq a design review team of- exnperis in

varied sbecialtles can be used to- assess the degree of- unzertainty pzesent

in their particular areas of- expertise. This is again a device which

avroids the 'exnehse: of- actually buiding prottpsad sa ocv whi Ch

has been ext ensivey e#loyed during the 60's. A proposed Method of

dttack, when critiqlued by exterts in f-ields such as p&gerplanrts

-aerials, str'uctures, perfo-Ynce, hurAin engineering, ad-

is -~ reliability may be modifibd to -coriforiii to what ia known. based on,

'the experience of- the expert, reviewers. This procedures is iterative,

must start off- with a "straw man," is highly susceptible to human

frailtiea such as, optimism and cyici-sm, and will not necessarily produc~e

an optimal course of- action. The p&rophial interests of- each ";-ility"

expert,, and the personality diff-erences betwueen them can lead to unbal-

&need programs. There ie, in addit n, the uhaertainty as to whether
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all the necessary "kityI experts have been inlddIn the review [
,p-rcces There L's on record the case of an anti- mort L radar developd

for- the Army, .whi;'ch met all des3ign criteria and operated perfectly-until

deployed operationally in Kor~a. !t turned out that, the radar'g operat:Lng

frequency-bxactly dtiplicated the mat,-in-g call of a moth found locally in

great abufidanee, and the antennia was completely blocked out by enormous

swarms of romnantically inclined insects. No entomologists were included

on the design review! em.[

3. Focused-AD ped'Research. The fist type of uncertainty

resolution involi&ing actuWal hardware ;constructiocn, is Called "focused

app~lied research.." Once a basic design has been selected for deveLop~zn [
thee wll e~ anyquastions surrouanding the Mat~rials, mmufact i!Hng

techniques, or other technical iLnputs which may be reaol'vid- -by cczt-rolled L
laboratory t-ests. These tests sh~.re with analIrs-i~ the qulI- &-f abstrac-

tion. The test of t'-he strength of a piece of inatertz! is Usualy Con-

ducted with a standard test sample of material. the sha-pe is

determined by the testing ,procedures and the strength will be me--asured

aczord4-n~ to some standard method, However, in actuali usage the materialL

will be shaped differently, subjec-ted to different stress levels and

dyna~mics, and will no doubt have peculiarities of fabrication. The

ability ofl a designer to transle-te the test res-ults Into valid information

concerning the actual design will determine the usefulness of the tests.

Such focused applied research results should be more cautiouzly applied

when the product differs greatly from previous ones.

4. Model Testing. The next category for resolvi.ng technical

uncertainty involves model testing, It differs from focused applied j
research In ,;hat a model represents a partial synthesis of componernr.
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Sa rd it differs from prototype testing (discussion follows) in that it

seriously abstracts from the final product.

-The use of a model in development follows from a recognition

that the complexities9f a design prohibit complete analysis, perhaps

Ii bciause of the complex interactidi-of. .coponents or because the second

6rder effects are important. These models must be tegted in -a--simulated

environmeht and: because: of this,,-acalibration of the environment is

required'. To the degree that the environment is known _ah.dderstodd, the

calibration is relEtively straightforward. We are reasonably.,confident,

U for instance, of test work 'in subs6hic .wind tunnels becauie' of the wide

-range of past experience with the6 translation of wind tunnel results to

actual practice These tunnels and experiments aie generally, "well

-u calibrated." When. we seek to extend our."esults beyond our experi'ence,

however, the problems.-of calibration increase and our confidence in-the

tunnel results should decrease, 'Serious problems can be e-xpected in

interpreting the results when significantly different (advanced) products

are being developed.

p 5. Protobyping, The-most expensive but most realistic category of

uncertainty resolution involves the use of prototypes in testing programs.

The word '!prototyp" has many connotations, particularly in connection

with military developments, 1ut for present purposes & p r 'dw.O " "1 i.I be

I -- . llsized or nearl fus ized model ths.t can be testei t he true

physical environment in which the final product will be used. Because

it represents a first approximation of a product and is expected to be

L changed as a result of testing, it will generally (except 
possibly in

the case of "production" prototypes) be built with a minimum of

j specialized capital equipment so as to save both money and time.
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Nioreover, a prototype can be a subsystem, a collectionh of subsystems, or

a~complete system depending upon the n~eds Of the develobuent project.

Prototypes do overcome some of the disadvantages of Iower-order1

proofing techniques. Since prnotqtypes are usually full size, results

obtained in tests do not havi.,to be scaled. And since they operate in

the environments in which the final products will be used, there are no

calibration problems.

The DOD Project Hindsight Study' indicated that, n many weapon system III
development programs, approximately one-third of the new scientific and

technological information needed to satisfy system/pr6gram requirements

was generated after contract initiation. One: of the most .powerful tools' fl
to demonstrate that this information is well in hand 'is that of proto-

typing. N6rme 4y a prototype of one, sort or no;her will coincide with "l

-a development. milestone--express or implied. i
Peck and Scherer (13) indicated that uge of prototype testing and'

multiple approaches tended to decrease the time required to gaih program f
fulfillment--for a siecific performance vector. These were, bowever pro-

grams which included a high degree of technological uncertainty, which, i
probably would not have been resolved satisfactorily by paper studies

or sequential attempts to develop quantum technology jumps which are

the complements of prototyping and paraliel approaches. The time

compression, however, is not free--in that program funds need be

allocated against the efforts. They proposed a functional relationship

as follows based on studies of major weapons systems acquisition programp

where technical uncertainty was considerable: I
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Resources
allocated- I1
to
R-ototyping

S.. Time to project completion

1Figure 3.

Functional Reltionship of Prototyping Funds to
lProject, Development' Time

(For a particular performance vector)

'The rati6nale for the curve's shape being: (1) for the asymptotic

fl nature at a minimum time--there is, in any program,, a serial sequence

of operations which must be performed regardless of whether one proto-

ftypes of not, and (2) for the intercept on the abscissa--no prototyping
means no funds devoted to that activity, but less extensive hardware

proofing studies, which' are the alternative, do not always yield vilid

results due to the approximations and err6rs made therein--resulting

in rework and restudy to discover, the faulty components when the program,

end item is finally delivered. (3)' The convexity toward the origin
was a~ empirically observed phenomenon.

L There aie-three basic prototyping philosophies, dependent upon 'the

L relative timei that, the .qtott)pe" is constructed and the, reason for

which it is required. They 6re, -deVelopment protbtyping (brassboarding,

[H breadboarding), prodution prototyping, rand operational prototyping.

a. -Development Prototypin, (brass- or breadboarding)

The objective for the use of prototypes in develoment is
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basically to provide, engineering data complementary to tha~t provided, -by9

analysis,, design, reView, and focused applied research. Develoqpment

prptotypes are n~imally constructed and tested during the engtineering I
development ph'aie of i systeihi (e,.g.: the IWACS radar- set) and\, can vary

from a -breidboird of a subsystem, to a 6cbmplete -flying ptototypi.

The usefulness of the development-prototype \ts
greatest 'if it can ~be, -built~'and tested with, -only ax-Ji
'.frAction of the engkineering effort (and time) required
ror the production prototype. The bbjiciiv6. shoul be

eC. J.1h..f szeA W.l- -key- techfiical (prolMa,

that are, not 04ibject wi'th assurance to ~jiyi li
and to desigkn and build equipmnt that w,;!U p iae
the necessary engineering data. FoaviienilneerQn Lof the type neceisary 'fot -a production,,,release- 6a&6
ofteii bi- Mr.oided and features ihouldtlbe omitted if
theyV are ,not eigintiaJ. to meeting th6 purpo-se of the[7

deveopmet po~ptpe.The determii~ation of the
obje ctives and rislting-characteri"tics of this typje
-of prototype requirTes' keen engineering judgment if it 1
is to-,be iost, useful. Careful review is necessary' 't
-ensure that it is b~Ait to meet a genuine need that
cannot be satiified -4th less expersive means,, and- that
the prototype, does not '!,grow" with, the addition: of i
-costly features unnecessiqy to -its fundamental j~urpose.

~b:. Produiction Prototyping

The objective for the use- of production 'prototypes 'prior to j
production cbM tments is to, provide information on prodibility. -Here6

the- prototyepes are construicted n~ear the end of the devel z neiet prograni,

looking 4sco s possible like -the first production -artl,:le. No6t

only is the pirototype itself t ,aluatea but so are thi tools-which created

it. In prodiidtion -these tools -are the ]production proces~es, procedures.

and organization that will ultimately produce the-system. Here the-

major issues are producibility and production costs-. f I
A nmijor purpose of building and testing a production

prototype is to establish with assurance, that the ,engi- I
neering design is qualified for a production release.
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I The engineering drawings and specifications coii-
trolling the mnufacture should in general be
formal and thorough, and should represent as
accurately as possible the concept of theequip-

meint that. is to be deployed., oThe 'technical effort.
that is required for such a formal release is sub-'
stantial and involves considerable time and cost. (4)

c. Operational Prototyping

The objective for the use of operational prototypes is t o

establish the feasibility of military utilization in the fielde of p6r-

formance, maintainability, safty ,;etd. Pper itudies in these areas are

only tentatiye and.-advisory,, suggesting wheth6r opeiational prototyping

17s- necessary,. This ,prototype concept is-effectzve agihst target

uncirtaiiities and demonstrated capabiiitieg zmay be assessed as ,sdfi-
cient or .not when the prototype is tested. . The Hawer-Siddely; P-i127

(Harrier) VTOL closer support aircraft n6a being tested. by the U.SB

Marines under cbmbat conditions'constitutes such an operati6nal prototype.
I The'arilnes are attepting" to establi'sh whether or not a sufficiently

improved clos&-suppbrt. capability justifies, buying the aircr.ft in

numbers.

I ' Parallel Deve'opment,

Where a quantum jump in technology is required, parallel development

by different Iorganizations of "uplicate >research and engineering

I toward a common goal, -hethe- it be paper analyses or hardware, is a

technique to be considered. The rationale is that two or more groups

trying, to achieve a goal in different Ways will lead to a more

j desirable product than if only one group were to attack the problem

in its own way. The nuniber of parallel developers can be decreased as

*Abernathy indicates that the marginal gain in learning decreases

with an increase in the number of parallel developers, however.
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F L i
estimates improve and, the required technology Is seen to be more-;

attainable. in the atomic-bmb project, one of "the most spectacularly

successful mi-itary projects the United Statesd h-s ever undertaken, the

paa.1M) l-path 'trategy was em3loyed. James Conant \wrote in a letter to

Bush on May !4, 194U2:

All five methods will be entering very expensive ,pilot
plant developeint during the next six months, .' (But) while U
all five methods now appear to be about eql ally pzom!i#ng,
clearly the time -to production ... by the five routes will
certainly not be th same but might vary by six months or a
year because of unforeseen deliays. Thaerefore, if one..discards
one or two or three of these "iethods now, one may be -betting ii
on the slower horse uncohsciously; (12)

If the early ,stage developmen t dosts are small and the ,expected

decrease in tech'ical ncertainty large, it pays to run parallel projects.

An& if the competing projects are similar in their estimate'd cos and N

pe r:o.-mance bec&4se there is littl data on which to bate estimates, but

they are quite different -in design,, then it ceitainly pays to run several

projects in parallel. The parallel-path strategy is rationel wen time

is important. When time is not, pressing, the unceitainties which call U

for the parallel-path strategy if- development is. attempted, now might U:
better be interpreted as a signal that development should not be

attempted until more background research has -been done. U
An additional wrinkle has been added to the parkllel development

concept in the suggestion to pursue "Parallel Undocumented Development 6 --

which ws very favorably received by the GAO (5,10) There is little new LI
in the concept and it merely realizes that the less paper work required I
from a contractor, the more resources he is able to devote to the

development problem at hand. A quote in Mr. Nash's article is worthy

:f note, however: Ii
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~ f .in'terms of tjbtal syste ticos.t, parallel development-
: mav-,not be -excessivey I udna e eorg Schairer of the
Boeing Company has estiiated- tb&At parallel development
through the, prototype phase ,adds, 6 p ezq!ent to 'the total
qost of an aircrift, -program wihth -a conteiiplat-_ed production

Other'Considerationis

Technicil uncertainty is often increased4. the-source (sel~ction

urnpiocesi through apparent technical transfusIon prior to source selection.

-This apparent-transfer of knowledge gives rilge t& the conclusion that any

~of thi several c6nitactors can build tiie prqt, qed \'weapon at the curre~t

;tteo-teat Hwvr we- concluae that i' hateir actual technical1

i rin~fu~ion e6A ist,tsat this-p§o#nt teds to be superfi ial and is..not

~iufhiie~t to- iAke arl proposals, really technically equal b6ecause the-

technical capability of these contractors is not the s4ime. The result is

t'ransfe th pe~asis In -source selection away from technical uficertainity

issues-onto Iqweit ,cost bids. We suggett that. the DOD- reinforce cnire~it

policies ,to..prohibit,,the governni!nt from asiiting in technical. trans-

Ufusion,-b6:e6re -th~a source selictiohidecision. This may, for example,

p 1 peqlude comfpeftitiive negotiation.,

technicaluinertainty in some program could' be reduced -if all possible

s~ubcohtract6rswere rikde available to the winning prime contiactor. Sub- i
-coitiractors are normally "locked up" by the pirime cofitractors during

~Iicoi~etit~i. 'This precludes some primfe contractors from being capable 6f

state-of-the-wart performance in ~some ~areas. We should institute procedu~res

whereby-the goveinifent has complete choice of subcontractors to work with,

*the Role of Competition in Aeronautics, The Wilbur and Orville
Wrigt bemotalLecture of the-~Royal Aeronautical Society, Dec 5, 1968;

quoted bSRC Nasih (10)
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the winning prime contractor. Such choice should include the option

to reject a subcontractor who may have "teamed-up' with the selected

prime during competitibn, as well as to select the best subcontractor to

replace the one dismissed. One method-of doing this. of course, involves

id6dntifying those subs whose products are desired by associate contracts !--

and pioviding, the 'subcontractors' products to the prime ags-.GFE.

Unanticipatedl Technical Problems

One of the biggest :problems inherent in, programs with -,a high degtee ofL

technical unceirainty is the inability of the developer to specify all the-

uncertain conionent development problems. They are frequently encountered

during development, or after production' (e.g., TkXswing wing pivot), and

have bqen 'termed' "unkn6wn unknowns" by the AIA in its studies 'dince they

cannot be foieseen who h development is started. As they "appear dwring

the development cycle, they frequently cause: performance degradation,

schedule' slippages, and cost overruns,. The only way thel can be han-dled

I toidentify them as they occur, and then to resolve them in accordance

with such techniques as hardware proofinrg and parallel development. A

risk analysis as proposed inthisreport cannot identify "uk unks."

Funding of some sort is required to-pay for the resolution of such

technical "unk unks" once they are surfaced, but timely discovzery is of

paramount importance. A good cost, schedule, and performance parameter

tracking system will indicate the symptoms of suifacing "unk unks," and

it remains for the program developer to identify the precise cause.

A reporting system which indicates the current estimates of final r

cost, schedule and performance and the current status of the same items

is necessary to inform the PM of the progress and status of his systems, L
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and t0aid in the identification unk unks)' If progress is not

preceedin4 as schedUled the indicati.on is that some previously unforeseen

,piojlem area i-s rearing its head and" identification- procedures should be

initiated. Spendinig, or even budgeting, in exi-ess of that scheduled;

ii excessive time spent'orn activities in bonparisdc to that scheduled; and

comparatiiely slow progress in approaching required performance parameters

are danger signals ikhich will be souhded by tricking the current system

- status.

Regardless of the parameters reported, the system itsed to do the

k.4 reporting to the PM should be the tame as that used wit.Uin the contractor's

own anagement information system. Rather ,complete latitude is provided

for information systems to, be used for project control by the current DODD

5COO.. (L-, J - DODI 7000.2, and other aplicable directives; amnd as

long as the FM- is getting the inforrAtion he, requires, there is no need for

I duplicate information 5y.tems, reformatted reports, or the, like. The con-

tractor~s own System which he has d~signed and understands, and more

im prtant--uses himself, is the best one.
Many d'ilays. have ben, generated to allow management to monitor the

progress of programs Uhner their control, but most suffer from the same

deficiency--they are confined to two dimensions. They can display work

completed azalnst time, or funds spent against time;'but little corre-i|
lation betwven these two highly dependent variables has :been shown. One

of the major weapons systems now under development uses the cost,

schedule, and performance data provided by the contractor in response

to DODI 7000.2 to display cost and schedule as a function of' time in

the following manner:
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Figu~e -4.p

Cost/Schedule/Perforuance Paraiter Tracking Graph

a. Abscissa - time initiation of development' of the subsystem

being tracked. Here a s!ubsystei is used in the sense of a

specific set of work, packages as specified by the work F
breakdown structure. L

b. Ordinate - cumul'atie dollars.

c. Curve A - cumulative budgeted cost of scheduled work packages I I

included in 'this tier level item. This is, of necessity a
C.4

monotonically non-decreasing curve and terminates at the end

item availability date.

d. Curve B - -the actual cost of work performed on this subsystem - ,i

which represents money either paid or committed to the con-

tractor due to completion of work packages (the work packages L
are assumed to be satisfactorily completed; that is the

performance specifications are met.)

L
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ii e. Curve C - he"earned valud' in this subsyVeik it-em - the.
* LI ~buget value of co leted work pack&ges in the suosystem..

flThe B .anj curves consist of cornneot~d points repor ted on a frequent

*(Mnthyi), basis.4 The relative vertical .oridntation of the latest points

HI Jieads to thi analyses prsented in the -rows of matrix below:

A: Bidget Cost for Work-Schedl'ed (BCiJ8)

b: Actual Cost of -Wiorjk Performed (ACWb)

1'C:'Bdgeted Cost of Wiork Performed (B W--);, 'ear1ed -vai&'

-elative etidal- A B C B, 'C'

B C . Aer:'Aiai BB
7condition _C B C B -A- A

ilotx x X

Siving __

Pos~bleXX X,

Possiblexx
Sce.Adv ___

liiTable 2

Matrix Analy.-,is .of, thI& 'Cost/Schedule/Performt~ne

Tracking Gaph

~>flThe situation depicted on the graph actuallyt existed in a current weapon

subsystem development. With just 'Lurves A arnd B represented., i~t would

fappear that funds. were not being spent as -fast as budgeted--but the

addition of' Curve C indicates that the planned number of work pa ckages

have also- not been co~leted. The acttial situation is not optimistic

I but is definitely a cost overrun and possibly a schedule slIvoage in
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addition. The possibl is due to the fact thatwork packies might have

actually been comp!eted-which were not, a priori, scheduled to be dojie at

this time--and o4i%~s, which were budgeted to be done, could have been

deferred. If these latter -are completed later on at a lower cct than

anticipated, the -chedule slippage might not be real.

The approximate amount, of time' involved ii schedule/,slippage ('or

advance)',may be obtained by converting the dollar difkerence. between

6uri;s A and C to time 'by dividing the dollars by the current rate df con-

tractor earning (dbllars ner time').

This is but one -example of a cost/schedule/performance -iacking (eon;;

trolling) system that allows revelation of anomalies appeailn' in the [7
program.

Management Under Internal Program Uncertainty r

Obviously, flexibility is the key in combating the probems arising [7
from internal program uncertainty. If the developer is:unsure that the

development course of action 'that. he has seledted is indeed 'thva trpriate Li
onj fo counter the problii n his -program, he must maintain the capability

r to 'change the emphasis of his -strategy! If his, "unk unk" discoVery
process reveals a large technical uncertainty rearing its head,

be prepared to shift strategies and adopt some high order of hardware

proofing, maybie even parallel development.. Such- a-:cdibrse was'necessaqry

in the case 6f, the 60-foot armored launched bridge developed by. he Ar*.

Th&y already hada 40-foot version and proposed-to build upon it 'by

changing theimaterial used in constructing the bridge carried by -the

tracked vehicl& from steel to aluminum- the centers of gravity and total

weights were to remain essentially the same. This was thought to 'be a
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r a.her lcw, technology uncerta2nty progra-n nil someone questioned the

ability of the contiact6r to weld alumirnum in the si.zs and shapes

soecified-7it had never been done except on small parts under laboratory

condit'ions. Imraediately the vp~cgrami assv ed high, technical uncertainty

and a development prototype consisting of welded aluminum members was

scheduled. Additionally, -a *fallback position 'calling for riveted- con-

nections' was planned. As it turned oat, the" lumifiuin,,welding on the

1 !prototype went well, the uncertainty in the, program was reduced through

the knowledge gained, and the fallback position was unnecessary. Both

Sthe institution of -a component prototyping strategy during, development

and the scheduling of the fallback position were examples of the ftexi-

bility required. in the program.

To counter the uncertainty in program planning, eparate (j arallel)

analyses c: design reviews by speialists are possible uaeful ;-echniques

under prograp uncertainty-;-espc ially when conducted early in the devel-

opment process. The insights gained by examining different proposed

coureses of action for system development will 'indidate Vhether there

is,& gre.t 'deal of program uncertainty due to program _stying and

planning, If more than one expert organization indi,:bes a ,simi-lar

strategd, then program- uncertainty due 'to the uncertainty of the

approaih method is reduced. The converse is true if widely variant

a&p]roaches- are suggested. When there is uncertainty concernin the

methods, management, or costs associated with actually-lbuilding the

production article, production prototyping might' be indicated. This

[1 process is extremety :expensive however, and should be clearly justi-

ii fied in each case.
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ihb central figure, in the .u&p6n- sysem, acquisition process is the:

Progrih Manager. It has be--n suggested-ta ~s f h lso h

lacqu4isition process could be cured by selecting better-Progam Managers.

Wile this re~ommehdation would help- the~ 'ituation. Ae:idteP'

responibility greatl±y exceeds his authority. He Is responsible6 forhis-

program, but he is quite often the victim of an ill-defined target,

inadequate resiources, and' a ch&ngifig proc~ss.. In shortj, many of his -

pibblems are caulsed by facOllrs- well beyond.,his contkol. One way to riediuce I
these problems is to foster-&,'better understanding of the weapons acquisi-

tion process and better comiiiiication between top de~cision makcers and 1

Program Managers. The 08D should conduct & symposium for the ianageirs, of

major-DOD programs where id~as,,strategies and miaaement techniques could

,be exchanged. Each Service.Secretary might 6onsider having aL similar I
syp~sium. for his-service. 'The purpose of such meetings would be to more

closely integrate weapons deveidpment with national objectives ,and, to,

facilitate the exchangofscefu program mnaement techniiques.

0 Not all the services are in favor of establishin~g-tpirmanent caieer_2
fields for Program Manage;sers. If a service fes that line off-icer- should
be "iotated thro~agh"' a program offi ce rather than remain Th the,,develop-

ment field, it, behookves-that service to establish effective program office

orgaiiizations., Unfortunately2 -organizations then tend to drive the PM--IK

and those which ire in existenic6 for long periods of time stagnate due to

lack, of dyntamic -leadership. Program management is too impoitant a-functionI

to-n~t be a ,career field in each servic6. I
Continuity In the assignments of good .Program i~!nagers from the

"selling of the program through the delivery of the operational systems

to thfe-services will have .a pronounced effect on the reduction of program
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risk. _The-DOD should further enhance the role of the iPrograrfi 'Manager

And other key personnel in the develovlae~t cireerfi-ld. Re6assign6nts,

9:f key personnel should be, 6Ade only after inaj of piroram. mile stone s, ha_.re

bv::n satisfied. We -agee st1ronigly with the- Blu6Ribbqn Pavel U15) te-

IiPorm bngrand prsonnel. thege key peirsonnel shodld be ietfe
for tours of duty of siuLfi~ient length to assure program continuity. It

~ Iimay be appropriate,, for 1nstance, l'toassign key' personn6l t6 .the program

,thiough the next -maj or mile stone, with opt 4onrs -for longer te, - -WheneV~r

possible,, these key~ personnel should overlap assig..iaents with 'their rer

placiements, io, -that a. aximm of 'continuit y is mdrftallned.

A clear system- of r 46ards and penalties must be 6stablished that,

B provides for rapid impacet 'qn.the TPr6gram Manage;-,t's career. Diligence

and, above all, hopesty mu4st be rapidly rewarded;- inefficizency, poor -

[Ijudgmet and dish6nestv must be co-r~cted equal.ly ab rapialy. But i6re:

than--honesty is the, issgue. Program Maniagers are in a crucial po6sition

of authority. They must," impose an orderliness of their' oiwn deeign oui

LI heprgramn' o that the process (system) does not drive them. TM's. thait

let the- system drive them will s oon)'fid thejaselves, driven into cb~t

I;overruns . schedule, Elippages and' pez2 formance, ,degr~adations. 'Such lack, of

*I nagemeit ~Ability is- cle&rly not accepta:61le. One of the best lways- to
make a.- changel in,- the Trogram Manager' s career is to give him6 visibility.

Highnaevel vilsibility should be provided to' the ~managers- 6f all high

priority programs. 'For instance, pe.'iodic 'bri~fings 6f high-l~vel

--Ser-vice official ,,.such es a, S~rVice SecretA14- aho-Ald be, &Ade, & rt -,ol

every high pi~ority rocgraf.. If intdrmediate levil 'brief ings iie

disiied they should be -scheduled back-to-back with th6,high-Iev&I
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briefing to mln~mie the EroGgram Yanager -s 8epariziorl froft,his direct

management fuh#cto.

ManazemektUdrirca.U tit

tor the Purpos*6 of' discussing useful Managenment te- hniqau -ehi'whn ,pro- I
cess uncertaifity is, anticipated to be6 significant, the. general area- 6f.

'-Cprqc -ss undertbinty has 11, en aivided into the fol~l~o ng- subgrouping: I
9 Urice"LtAinty of' the cr~teria. for program appro- ai

o -Uncertainty of' tha prccess for chaknge ,,pproval

o Uncertainity of schaedueled- !esour~ces [
o1. Uncertaintyr of the -itea or FlrgM ).pproval. ay of

thuce~antesof -the zipcss squr;rouhn& the program iapproval,. process. [
Exactly whit it takes to get thrugh the bSARC ',anj move izito the next

phagse, of thie acquisition ccei' upnknown. Tor example, currenit policy

directs that on~ of the crl -YA& for pasqie,=. be- a co;peted "risk

&rn6ysia," yet what g6ec into suc'h a da:Jumnt orr-wh4 Vwould. constitute

a good" one is ii yet uinabcif 1.d in, an officdi a . A~ pxr Cof his

uncertainty 'is 6au~ed bV, the DWAC itkself'. the DSARC- is fi~t a bodY

dedicated to a iingi;purpose. i~te. t is aa extra duty for indi-

vilduals, ddch of' whom sp~ads mor~t odf is time anning Clarge defense i
staff 4Ai &SDl, in 'the, absende of' a'DSARC staff~ Itheisn.ayt

generate: a' Ceal "te,--ing"'for tb6 DSARC~,s criteria for & prova]L without [
pp; oa':hng one of the high level appoizaioes. Thu3s wh66 QSD says there

must, b6 a -i-A --analysis or. each program Defor,6 it is, all-owed, to pais tWhe

DSARC, there A4svn_,o staff tofbhow-up and provide, guidance-to '+,he Program,

Mai ~tr onte preparation- of such a document. Tbe assignrient to DSARC

C of' a sml stafi (Perhp. from i~ithir. DDR&E. or System~s .Aiielysis)' 4ght

ieduce the, 11rge amount of' uxacert~inty suxrrounding' 'the approVal criteria.



,The DSAR-C 'might well become & part, of the Off ice -of' the VeputySearetarr

'3,f Defenste.

~2. -Uncertainty of the Process for Change Ap~r'ai-. 'The Program

M~hager is the cent.ral filvxre in the Weapoii Ac' iition Process; he stands

id the center,_a ong 'e;fcs fCogiess, OSD,, his erviceH~adquaztets

-Staff'- his parent Dbivelopment Coimndand, and the. iisifig? C pand. The rhetoric

of defenhse managemnat says that he is the individual who makes tradeoffs

airong, cost. schedule , and erformanca. But the reality oqf the 'matter is-

that he has .severe constrai nts . imposed by each of the above filditioned

orginizatioqns . txet for relativ.ely minor decision&, -it is,,unflikely

that the PWograi Anag64_, will ever ike a significant tradeoff by ~him.![3 self. Ide. the i: fa _oe.n r-ora!, Mpnaqe 'ztc one of

travelihng sa1esman, flyig fromi his office, to 'the contractor, to various

<I headqaarters, or 3cearclhing the' Pentago. for men who ca.n 'give -him, autho rity

to -mk changes iTr his proax.

Udivided authority and4' diffused isoiilt The basi: s oeo a

w .ati-ud of' 's'Iaffs &nd a d'ffusa netvork of ci~n sta ayp.t

of the vari ou- 'organization~s, ae~d irif'ormns.;on. on the ne~i system. Yit

this need is seldox b-sazi-ed by k. benefit in meanin ful terms. One

aiternt-176& thatv is only~ now being 'exp:lore4d is, limiting the number ,of' indi.vidualIs -Ghat lan'heve, i ajor vbice ifi the development o- a mejor

- ~ piogra*. -At pZ eeht theie is no. clear-cilt &ppeal 'level for, tradeoffa-

11between the, autaority grant d the mil itar PM and the- DSARC level.

I' Peifiap6,-it is time to bxpiore the 'psiiiyo ev~ teig Group

U for Ojch major program., Thas gr ,p would be composed ! f representatives,

Lfrom Th e major -orgainizations invoilved in the approval pro~ess for
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program changes, It could consist 6f' elegaites from the Headquarters

Staff,the D~velloping C6mmand and 'the -ding Command. Mhe functi~hn of the

Group would be to evaluate anid-.approve tradeoffs in the program on a

timely basis. -Tlinanaa rial'level of' the SteeringGrotip could be.--i

tailor'ed to the, priority .ara size of the development..program, being perhapsq

genera -officers for major -programs, and lower ranking officers for, others.

However,, it. would be esseintial that the representatives, be delegated theL

authority t6 nake tradeoff, decisionis for their or'iitin-ntJust

coordinate. the proposals. The -absence 'of decision-making authority would

mean the, group would become mae--eiy another .of the m&4y obstacles in the

pagth of the Program ifiager. 'The scope, of the Steering Group's. authority

would necessarily have to-~be limit~d to hikingtaefswh th e

thresholds established, by the MSARC. Tradeoffs ;beyO4d t.he DSAEC thresholds

would require aniother trip up. the --)C-P/DLSAXC pat.

3.Unc-ertainty, of th.-e Scheduled BoRe~ ces. The, magpitude of this

problem can scarely ,b6 underrated. The ppint is simply that the number of'

agencies -that 'tan tamper with the scheduleid resources (primnarily fundihf)

of an individual prograi . Ls so lArge that budget uncertainty is almost

always the single~ largest ,process unertainiv. Basiceally, every organi-

zation abo~e, the ±'rogram t'anage~z reserves the right to c.ut'the program

funds. The, potential impact of thi uncertainty can be illustrated by

an example, The B-1 program is one of the Air Force~s highest (if not I
the ,ighest) .prior-ities. 'Yet, there is a great deal of undertainty eoout '

-.ts ge ting scheduled funding frwO Congress. The i~act, in terms of L '

total~ system~ cost growth, of receiving i significant cut in one or two

year'Is fundin'. is potential~y greater than, the impact , in terms of' cost

savings, of',making~a major uhange in the operational re~uirem~nts (such



Fis -from supersonic, to £ubsonic). The required stretch out of-the program ~

~'necessitating parts of the development ~td be deferred to l~ater times

would- inferease 'dosts by :'reduced'(developrnent optmzto andy

LI An effect5.ve tUechnique, to, try .. councer drastic -unexp 6 d uget

'cut9'might be' th:6 establishment of a senisitiv ity analysis with frequent

[1 updating wh i~h wouLd 'provide -more -realistic and tiii*ey infimration 'on the

overall co'st in~act,,ot changei Ji?~scbedule~d resources when.6utbacks areI

]i roposed. Such ~Informatio6 might havi~e a dEiterring.ei'febt, on' the 'approvell

of resource- decreiins whenr the c6onsequees -are -made clear. This would

niedn that "studies on th6 effect,6t reduced, -resources 'iould~xhave to--be

B f~requently perfomed', not just when- the need dictited. Generallj

sufficient 'time has not b~eni a-Vai2.&ble in tfie past, when such information.

I ihas been iequested, t6 conduct an-accurate,,-nalysii'.
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I Gener fAPT~RFKM. RISK AISSESSMENT

J ~Risk prviushyb described a-S- a *a kr o'a particulta'

'aspet. o dhar,%-cteii~s4i-o'A fapooe ep' tem program. eSpdif-

Iickil, risk is, defined- as -thie frobasbilityof not being' ble to icqui,

weapon system of specified pberformance characteristicis within .an

alloifted -time, under i;, given cost .and by fcj lowir.ig a ,speCdfic- couri of

I actioni. A formaL, riskA &lysiq is -an explicit investigation, o thi facors

vhichW affect ,the risk issociated'with a, progaman a Lrte, r~etto

I ~ tthih, and other re+1-tevant informiation to the-,decision meker. A risk

assessment is a coi~rehensive and caxefltly itructutred approach- for

estimating &ik po~te ih a rticular alternative. Risk

assessments are then a pcr of risk, analysis.

Risk assessment is- not a new notion. To a lesser or greater 'degree,

/ Ithe problems of, cost growth, schidule-alippage, and -performance, degradA-

tiozi-have' been addreased previousiy, The process, however, was largely

intuite-ive, ir-com~plete, arid informal.- It was in~tuitive in that a

structured -quantitative approtch often ge.ve way to intuition and

")blackboard analysis." It was incomplete in that detailed analyses of

jjjisolated aspect4,s of the problem were r&rely brought together and lnte, .

grated in a broader analysis. And it was inform1al,'n that the results

of -the asseisment were #ct.~r6t -written and explicitly incorporated

U. into the review/approval/control Process.
The greatest poten~tial value of a formal risk aha).ksis is at the

'very early stages. of 'the 'cond'ept for=-t'ltion phase, wheii the range .of

possible alternatives is greatest and the really substantial decisions



Fl
have yet to be made. Unfftunately, because of a lack, of both quality

and quantity ,of input dati, it is precisely at this, point that a risk

assessment is most difficiult to perform and .the output most- suspect.

Thib basic dileimaj, though less acute in lower risk situations, will

always exist. However, significant ir:r~ements over current practices

are p6ssible immediately, Ali of this' is not to suggest that a risk

analysis at the early stages of the concept foimulation phase is of'little

or no value. Mijor decisions will be made at this point, and they will be

made with or without a risk assessment. But decisions :made without the

benefit of such an assessment will be made in the absence of potentially

,valuable information available from no other source.

Risk changes with time,, and may even increase with time. Therefore, p
athoigh an ei±ly initial risk assessment -is necessary, it is by -no means

g ifficient. A risk assessment. should be perforedt at each of the maJor

decision, points in the development 'of the program each new assessment

using the previous, a-sses1menb As a jtup'ng-off point and improving and

updating it to ,refleet changes. Thus, a risk assessment should 1e-per-;

formed at disc- te points in the development process, but the updating

of inputs to reflect change6 is accomplished continually. These ppints

are worth sti'essing. Risk assessments are useful only if they cif;,affect

a decision to be made among various alternatives. Needless to -a.fy, the

,assessments 'must also be a' quv.lity product. l
A risk assessment of go6d qua!!. t requires ',the co-ordinated efforts

,Of a highly qualifield,, interdisciplinary group,. This group should

cnOist of trained ,&Ialysts in mathematics, probability, statistics,

operations research, and computers who are capable of putting the assess- Ii
.ment t6gethe_; cozt analvsts tdi provide cost estimate ', design and
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eng .neering people to pbovide technica performance information, and

'production people to provide, schedule -and, lntegration information.

Additioni!ly, ,experts in the various tectnical disciplines must be avail-

able for the group's usi. These e:cperts supply ,inch of the basic input

.:data n ecessary for the assess mdnt, vrIie the function of the' _risk assessment

group is,,to aggregate these inputs, extract meanlngful inforhiation from them,
'and ,provide thi information to the decision maker in an underil;andable

form.

What has been termed a risk assessment here may sound ;to many like a

B good systems anal isis approach to the problem of risk. And so it is.

'Unfortunately., once that connecion is established there is a strong

ii tendency on the -part of iiny to transfer all the grievances associated;

with poorly done systems analyses to. risk assessment and, if their

aversion to systems analysis 'is great enough, to dismiss it entirely.

This attitude is unjaustified, though understvndabe, for se-ek-l

reasons. Aside from the fact that some poor quality work has blen done

U in the name of systems analysis, there are two main factors which ,con-

tribute to this situation. Car& is that the decision maker frequently

does not understand the analys-t r 4h does, caniot effedtively

communicate with him, and 'i unable to ei4iuate his product. bn the

other hand, the systems analyst often tends 'to suffer from a, lack, of

L perspective and fails to appreciate the fact that. as important as it

is, 'his oqt-put is only one of the 'I!pucs which the decision maker mist

fl ,act uponi, Additionally, thereIs a very str6hg inclInatibn on the part

of the analyst to re-define a problem which he is given to dhe, which he

L krioiwq how to solve,,by tedhni'qes he is, familiar with. .

[ These consideraticnis suggest the need for still another member .of
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the risk atsessment group. Namely, an individual who cai act -as a

liaison between the decision maker and the risk assessment group--pne F
who can understahd both sides and effecti~ely communicate between then.

Unless there, is -such a built-In proiision for reducing, -the misunder-

standings, distrust, and. antagonism ,which could build up between

management and the assessment ,graap, its usefulness'to the decision maker

is questionable. The assessment group and the decision maker Bst work

in concert if the output of "the group is not to become, yet another required

but ignored paper study.

As has bein previously stressed, the- reialhts of risk, assessment are of
LI

-alue 6nly if they can affect a decision. But -a risk assessment is Just

part of a risk inialy'iu, and a risk analysis is just one of the many [
inputs which should be available to a decision maker. It is nbt .a

panacea, and it .should definitely not become & master -cult claiming abilty [
to solve, sII the problems in the weapon arstm acquisition process. Oh

the othei"h .nd the contrIbution of a good rkisk assessment in this- ar~a-

can be both unique and u
EVen in those situations where the quality of the risk assessment is

restricted by scarce c. _-o- -:Ln r t dara, su6-L aa _1 the early stages

of the concept foz m.l ion phase, the strctired investigation,,&ad

inquiry which precede the adtual assessment 6an-be of great value in,

calling attetion to potential ,problem axeas, As more resources V [e
devoted to the aasessment and more data becc'ies available to work upon,

the better will be the iesults -f the assessmeit. U
Th6 results are not without cost, however, and the ,level of Ueffor t

has to be commensurate witht l the alu the rogra. A massive risk

assessmefit on either a relatively minor program -6r on one which does
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not represent a state-of-the-art advance is unwarranted. On the other

hiP, 4aginst the background of staggering cost overruns of, most mjor

mweapcns systems, a good risk assessment which can help reduce these.:

excessive costs will pay for itself many tiaes o~r;

Quantitative Disciplines Involved

In this section, a very brief reatment of certain of the more

sigfiificant disciplines invo2 in quantitative risk assessent is given.

It should be noted that each of the areas mentioned has an extensive

literature (a pa of which is referenced- in the Bibliography) which -is

Ill imossibie t6 summarize in just a few pages. Nevertheless, an atteit

will be Ade to give the reader a nodding acquaintance with ,each subjeat

and to highlight the advahtages and limitatio.s in its use.

Subjective JProbability

In the development of a welpon system (or indeed any new produd) it

is- impossible at the outset to know with dertainty what the final outcome
-will be in terms of- Comletlon time, cost and performaice. At the sae,

timedecision makers and technicaJl experts 'are not compietely, ignorint bf

what the outcomes may be. Their ktiite of knowledge is somewhere between T

nthee -two extremes-, and it is -usefuJ &-iv a. language which, will 2

express their degree, of: -belief that, c&rtain outcomes will occur. Sub- -

jective, probability is, such a: language-,

By convention, a subjective probabAiity of'l.0 is assigned vo an

event which the assessor is sure will h?ppen and a -probability df 0.0

is assigned to an .event mhich he, is supt6 wil not happen.. For events

y)Aose occurrence, is uncertain in the' 'ni of the assessor, -a nueb'er - -

U between 0.0 dand i.0 is assigned, wbich reflefts his degree of belief
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that the event will happen. The only additional restriction on the

assignment of subject:.vr probabilities is that if a coilection of Mvents [ 2

are mutually exclusive (not, more than one-can occur at the same tpe)

and exhaustiye (one of the events a.st occur) then the, sum of the, pro-

'babilities of the individual events must be 1.0.

With these conditions, "subjective probabilists" cliim-that, the

calculus of probability follows in the same way as in the more uuii

objective theory of probability, in which the probability of an event

may be inte;reted as the expected relative frequency wAith which it1

occurs in repeated experiments. while acknowledging that it is possible

to express degree of belief as a number between -0. and 1.0i, the "bbject.

ive probabilist" has ser!ios reservations about the reasonableness, of

any further calculation with such numbers. While this controversy

doubtless will not be resolved in the foreseeable future, the fact remaiis

that decision makers must still make decisions, and subjective-probability n

has been shown to be a usefnl too in dealing with uncertainty in a quanti-

tevive, way. l
Several methods have been developed for elicitng an individual's

subjective probability of the occurrence of an event, a -- iese ch in B
this area is continuing. These methods -e- geared to- helping the B
individual portray in prob~biistic terms what his beliefs are. They

do not come to grips with -he problem of to what ,exteiit .hi_.'b-eliefs fl,
ref-lect reality,, a limitation which should always be kept in mind.

It shoiild also be noted that -a subjedtive probabiiity assigned, to II
the odcurrnce of'a single .event cannot in any way- be "validated"; so

any attefapt 'to do- so is c8.vght -*ith fai re. .h event will either

occur or not occur, and will not' occur with a certain probability. To I
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overcome- this difficulty, a "theoiry of scoring -ruileis" 'is being developed,

b jihihte asses sing capaility or experts can begauri ~ hg this

t1eory is in- its infancy, it, could be Very iuseful in:, the e~t~v

trend toward the use of subjective probability distributions- foi d'r talf

events continues.

<II Trend Extrapolation

Becauise of the long leadtimes typical in a-qquiring newvweapons

-systew~s, it-is iuportatit to~have-some, vay of estimting whAt level of'

-tech ].Logj my -be attainable some years hence. Thffis need is to some

extent satisfied-by -'the use of trend extrapolation, a qugntitative

approch- for pedcting future thooy

Perforwance
~1) paramneter

IF,

-- xp Thm

~llTi!efd 'Extrapola4tion

LI The.pointt on the diajgra bve represent specific techno-ogil

achievements in the past, Mad a ,curve (ifi this case a straljhht line§)

fit to "the, -pints. Then,, by extiipolatiofi- a Ion- t6 u'eoepeit
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the level of "performance that #& reasonable to' expedt at some future

data. In doinig t.his,, one assume s that the fistablished trend will ccrn-

tinue and that the present is, not a point. of discontinuityr or a break

apnt in the curve6 5
WuiLhg -the 4eaLrly conceptual stagesi of an ad'Manced weapons, system,

trenid eitrapolatozi is a us~ful tool by which the lanner' my* project

the technical capabilities of' his prduct. As th& ,desizfi bedomis more

certain it can play ,an important role in projecting the feasibility of

subsystems and cbmpoxients'. i
it also-series to "reI flig" proposals which would appiar t6 be

beyond the. projected ztate.3f-the-art. This. -is, not ,to say that any

projected performance parameter whichilies above thei curve cannot be

achievid, but rather that such items shouald be closely* watched. By the

same token, projected parameters vh',6 are on, or below ;].e curve are not L
necessarily easily abhieveable. Uifortunately, although trend extra-L

polai on may indicate that a certain technology is reasoible- to

expect, it provides no i nformationi on how to go about achieving that [o
adytnced technology.

Group, Assessment

Fieqiiently in estimating cost., schedules, and performance during F
the development of' a new weapon system, a particular question may be. so

complex or so important, that a group of' experts is iisked..to \consider 1
the ,problemg, under the assumpti~n that ' many heads are, better than- one.

Although history is rdplete with counter-examples, in most cases. t1is

assumption -is probably valid.

The tech-niques of' group assessment may be classified by ,the amount L
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U of information each expert has about the estimates of the others.

On one extreme, each b . " e asked to .ate -n

Jpx~zh1~ : . VA!_.,4 ..... e:.A~n of thie others. n a welg=cd

average apprbach , asd to e6mbine the individual -nswers into a

U"i~gle groip.:esturateo Althoggh this- method has the. advantage of

U not sub jectihng the inakvidual s - to inntimidation by others, two obvious

,disadvantages are the fat that the individuals canhot take adantage

of the knowledge of the- others and the difficulty .in formulating a

oeaningf l ghtig scdhe.

0n the other e treme is direct face-to-face confrontation of the

experts with the requireiment that a group consensus be reached. Here

a- w.!ghting -cheme is unnecessary -and full exchange of information is

i possible, but signf'idant problems of intimidation may occur.

AltoUgh 4 there are, others, the DELPHI technique has been propose6d

U as a middle grouiid between the above extreme alternatives. ,DELPHI does

not permit fade-.to-face discussions, but rather has dach expert submit

anonymously the required estimate together with a written justification

for it. These statements are Then circulated to al! the other experts

and each- is again asked to submit another estimate togethei' with-a

justification. The procegs continues unutil little chafige in, the

esti rates from round to round occurs Then the median value is chosen

as the gr6ipassessmeht.

-Tn nui merous experiments conducted by RA!MD ,with th6 DELPHI, technique,

it has been obs6r-ed that after several rouids the estiiates tend to

converge on a particular value,, though not-necessarily on-the "coiKrect"'L value, of course.
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Research in the areas of,-goup assessmnt 'is- cntinuing with emphais
On ,mithods for stripping away amanted psychblog ial factors, and deter-

mining the optimal amount and type of inforintion exchange amorg the

experts.

Cost Estimating

Although there are many specialized, techniques used by" cost

estimators- the basic method is to break the pr j4ct down, inti sub-

systems and estimate the cost of each by extrapolating the cost of similar [ -

previously developed systems. This approach works reasonably well pro- I
vided the subsystem to be estimated is not radicall different from f °

previous ones. When it is (and this is beobming., increasigly cowmn), I- r

the cost estimates are at best merely educated guesses. "

Cost estimating methodology his already progressed far beyond the [3
available -dat& base. Due to non-uniform procedures and inadequate booh-

keeping in the past,, it is extremely difficult to ascektain the -cost ofL

-existing systems. Without these data, it is hard indeed to make reli--

'able estimates, of the Cost of future systems.

Another-isignificant problem inherent in the process is the

difficulty Ifi estimating the cost ,of integrating. the subsystems. Each

-integration poblem appears to be quite different from previous ones, [3
so the extrapolation technique loses some 6f' Its validity.

These -difficulties, are mitiga.ted to some degree b~j haVing engineers

ad, a pqrt of the cost estimating team, a practice which appears to be U
gaining ,ground.

A common complaint among, cost ,estimators in the aerospace industry

id that while they -usually 'have ,sufficient time to make the initial
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esiae frqenl thyae C-ret cs ut hne h

Al e t ooe fequenty the re rpeured to "cost uilt" c nge tion

[Ibetween cost anaLysts and the designers, sy stem analysts, and the- manage-

me nt structure. Yore comeification. would undoubtedly result in timely

design tradeoffs that wtould not impair the6 performn.0ce of the' 'product,,

Band vould bring it in at reduced cost-.

Finalyeve thughs~iglepoint, estimates -are required foi book-

Ukeeping purposes, cost analysts miust be trained to give estimates inm

tefme- of subjective probability distributioil for use as inputs- to

quantitative risk assessments .

III et'~ork 1E

At the point in the development of a weapons system wthere the,

-project is sufficiently weldfie Lh the' arious subtai", may be

sequenced and milestones established, it is p~ssible to' use a network

as a mathematical, model. in t-t iet& t*-.e ni'Iestones, are rewesented by

nodes, the activities by~ br'anche s, and time an-d' ,cbst estimates for

Iactivitlies 'by probability distftbutions' assigned, to the branches. By ~

using any one: ci a number of' tech'niques, it ~is then possibae to 60tain

probability distribution for th.- time and cost 6f the entire project

and the probabil~ity -that. it will\,be successfully completed. These

i-I LI'data, then, can be eaqil y used to obtain the risk of completion within
- specified time, and cost constkaintsi-.

-Severaltypes of ietwoziks 'to represent a. devel1opment pr6ject.haV6

Lbeen broposbd~ iind, are in use. Probably the most wid'ely'know'n is PERT.
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Wlhile PERT -*r be f -vaiue, in- planning a proj ect - in which there are few

uncertdintied, It is -gbeeally iisuxitable for developing- new- weapon

sysitems. 'the tomt.inicatreasons for this unsuitability are f

the fict that the dnly permigsible nodeii -are ARD nodes (which. jieans thatU

there can- -be no _probabilistic -brAnehiia ) fi that critical paths ire [j
computed -on the -basis -of thir-xpctdvais (which means that. paths

th%*- &pea -to 'benncitcl in fact-!be -the -pcteitial bottlenecks). 1
A, lesser knioWn te~chnique,, Critical Path- -Method, (CM)- -suffers 'the, sawe

GiERT i -a nett-ork- tedhftique which. overdohe Som of the difficiilties 1
cf PERT in that it 4aits, probabi-i stic brAftchin,,but ftsuffers fromd a

-restricdted numqber of tpe of..nodes that ;mea zbi use~d (in particular, AND I
nhodes--are -difti ! dit to deal with).

Netvork sinvilation _aip)&wd to be -the bes t,_tedqnigu6 availablei at. the.il

-presenit -tibi6; The types -cf nodes and distribdtion3i on-the branches[)

iwhich, cgh- be- used Are limited: only b, the- le-vel of the- compter piro-

gramm*.n effort -Involved. A number -of lar ie scale simulation programs I
are available- which mculd -be -suitable for use In *,.risk assessmenit of

A developmuent project.

Qiantitative vs 'Qualitative-,Risk Assessment I
The- difftcence bPetween- a. quantitative ad -a-qualitati:Ve1-sa sess-

ment 'is, c164-2. Aquantitative risk assessment is, one ln which the,

-estirffte of the risk -associated with a, program is L-4resed as a iuimber. j--

A quAlivtative risk assessment ig-one- in vhi~ich the edtimi-te if the-k-isk-

aisociated with a progri is expressed in nion-niieric.tez'm -such -s- [V
-high, miediium, 6ri low. With the exception of the g&oup, adsessment
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techniques4, the, disciplines -which vire-discussed previousli a~e all

ri qt~tat'ivemethds. ualiat me nthods," oA the other hand, involve

fairl simple and direct ideas -such as ordinal ianking§- ec

'There is no doubt that when both can. be used, quantitative risk

assessment is infinitel moire desirabl.e and15ei. IfcMwVer,, there are-

timies when the nmwricil data vhich are required for a~ qaititativje

U asesment cannot be obtainedi, and In these cases there is n6.choice but . .-

to epipy a qualitative approach.. in fact, at the very~eArly stages of

the acquisit4 on cycle a -qUalitative appr~hch ray be the only one 4osbe

UThe great -disadvantage is: that unlike quantitative methods, it is, very
difficul1t to aggfegstej comb~ine, ;A co#,%re qualitative informration.

11 However, it is, a mistake to asdign .really arbitrery .niers, simplyi to

-permit one to bring quanititatiie methodis to bear.

Summkryr and Recojmmeadation

1111 The groupt assessment tearwiquiez "rd tedisciplines oi- sibJective

probability, trend extrapbiatlion,, and co'st estim8Mting-, can be used to, Cf/ ]produce terminal o; tlx s or t6 llhinputs to, the more powe-rfCu

scheme of -network anAiypiz. The outyts 'which they. produce , though

useftil, do not supply tbe kin6 of ikik.oiAtion necessary foi a quanfti-

Utative risk. asse'sserrt of th%,e type : equfrpd. -ite teehnigue which

offes th mos pr~i~e in usnitative. r'sk 'assessmenit is a versitile,

siklt~a network _4pproach usi:n.4gr a~ssesement tez hniques, sub,-

V itive probabilityr, teechological forecasting, cost estirtifigj 'and
oth~ra as sources of' input,
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Network Simulation in, Risk Assessment -,,An, txaople:

It is 'very difficult for someone -who is ncit familiar with net-Work

siifulatioh to understland how it canh supply inf6;ziaiion useful in a:, risk

assessmen-rt. The following simp]e, but illustralye eiar~le, is fuinished

* - to-prOvide some insight into ,tho process -4nd--confidence in it.Il

Suppose a system consists of'onrly -two components, ixbsystein X~and

~subsystemn Y., and that th&- ciiise, of action -to- be elip~oyed in buil-ing

the system-is to "produce 66ch of the 'subsy~t~s ma h'aetm-ad

'then. integrate thern. TIM, Os~entiel featutes.-of this siriple p6est

can be abstracted aind modeled by-the, folliowing ne ior), swhi~e 1e

nodes repres'ent -the milestones and- -thea briinch~s' ,repres~nt, the ~activi-ties

as indicated.

Production on,
suVbsystem.X
begun

- 6

Pr'duction- of Trodtiction-of
botl'g A and, Y tlsse
.-bmplet6 ,ct.?~~ee

qub~ys t em,
beguiifigtire 6.

,Network 'Represeritationi, of al Simple S~YsteimAAcquisition
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.Now, although experts fabiliar with the technology~-required to

produce a subsystem will typically be unable to predict preciseiy how

long it will 'take -or how much it will cost to build it, they will have

some idea of what values are possible and which are more likely. This "

information ii elicited from them in the form of a subjective ,probability11
distribution.

flFor sinqicity, suppose that a probabi2ity-'distribution bf the. time,

t X .which is expected to be required to produce subsystem X is elicited

from experts on subsystem X. Also, suppose that -a probability distri-

bution of'tha t"me, ty which is expected to be.required to produce

subsystem Y is-elicited from experts on subsystem Y. Finally,

ii suppose that a probability distribution of the time, t I , which is

expected to be required to integrate the two subsystems is elicited

U fram i.tegration experts.

Additionally5 suppose that cost estimators ihdiite- thit all., costs

are linar functions of the time involved. L 9ther words, the cost,

[] q,, to build subsystem X is c X =  al +  b~l X ;te ot y ,t
IX~ toX-1+btX ; the cost, cy ,to

build subsy m Y iss y abui!Jd subsystem Y is Cy= a2 + b2ty ; and the cost, di , to

integrate the two subsystes a + b In these quatins
1. 3 3-I

the constants a1l a2 , a- rprezini the, fixed costs while the

,constants b- 2 b, , ipresent the time- variable costs f6r the

L &prepctive 'act4vitfes, and a 9pedific Value for'each of them would

'b6 " nlshed. by the cost estimators,

An example distriblvtion of time and the cbst equation associated

with each of the-three actiVIties (branches), in the plan 6f action

(network), employed in the buildinxg of the system, are -displayed in the

figure below.:
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Schedule - -
probability

density

Production on
subsystem X'

~~~i Pkoduction ottinof

, coppl ,-te gomplete-

SchedileD
probibi-lity-

density

. p~'robability ;

,Prodction on -t
subs~stez. Y adi.7jbt
begun

nd cea 2+b2 tt

Figure 7.

'Branch 'Parameters in the 'Network .

The questibn ,at this point is- this: Given the infornMt ion, above, what 3'

.is the total system expected to cost and how long is it 6xpeted, to

take to build? The answer is provided by ' imulating the,,network,

which is 'accomplished in the following ianner. L

Using a computer ,and random number,,a representative production.

time for subsygtem 'X is generated from the distribution of times,

given by the experts and the corresponding cost of buildi n, subsystem

X is c mputed ftoM the cost ,equation kiiirnished by the .costegtimet6is
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The same thing is-done to generate a ti a and, cost for 7t iitng bsyi

j Y .arid for integrating the -twp,.

F,or this first pass through the netwdrk, the sost- C- o 6f buildIg"

the total.,system is-,imply the sum of the three costs computed in the

paragraph above. The time, , required to build the totaI-system is

simply the. longer2o; ,the 'times it took to build subsystems. X and 'Y

plus the time it took to integrate them. We have now similated, the

building 6f the System in the computer one time and have obtained a-

total time, Ti , and, a total cos- C.-

Another pass is next made th.ough et work to sAte the buildin&

j of the syatem a second time. Since the',times seleCte& in this ,pass will

not be the sime" as before, a, different total time, T2.,, and, a different

total cost, 12 1 wil be obtained. We noy have tw pairs of time and

'Cost.

UDepending .on the size -and complexity of the network, .hundreds or

thousands of additional passes through the network will th'en be made.

[I This is done to give the '~laws of chance" sufficient opportunity to

vwork so that the results wviili be representative and in the correct

I j proportions.

This- whole 'network simulation prroess yields, among other things,

pairs o total time and cost for the iystem. They may be displiayed in

a table as kollois:.
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Simulated Output

_______Total Timfe, Total. Ci~ot

ST Z C
. . r.1

2 T2 ' C 2
S3 T C

n T n

T~ble -]

Simulated Distribution of Time and Cost _--

'where fi is the total number of pa';1ses :made through the network during

the simulation. [J, ;

The column of costs,-ini the table .abve is then used as the estimate

of the distribution bf the total cost of "the system. And from this the lii
risk ,profile of cost can be constructed. Its ,graphical presentation

might appear as foilows-:.

Risk

1.0

10.5

0.0'___-________ - Total, systembudget

Figure 8

Risk Profile-of Cost
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In he -figure above, the risks askoiated: Vith a budget allocation of

3isi seen to 'be- aOmit 0.45-. Th~t, is, the proibblty i about 0.45

thiat the totaA. Cost of b uilding the system-will be-iiore than $-

Where did this cou2 fkrom? It cam from sn eximinatiork of the colx ia Of

iilattd' costs-- in the table ab v-an exauinitiori which in this case

would have sBhown tiat abocut 45% of the n sindtated -costs, 'were -greater

K] ~~than 4 0

ThisA sam technique is used to-coitinict the rest -of'the risk profile

of cost, and, using the column of' siiiate ds, --to construct the risk

profile of tiim. A similar techique ,cati be uised to construct the joint

risk profile of tim anid cost. -ft -cease'd coutier progranving

jJeffort -And -different techniques can-_iel yet, additiodnal valuable

informtion 6n the riskc df -bu-Idihg--the tm -

Wnormition of thiin ndnw be, used, to -make decisions coh

jJ cerning cost, schedule,, peirrtxv- anhd aiqIiitiii -strategies. It

can be-very useful in q ,ali~n realistic program budgets and-

j fschedules or in-modifying' existing ones. Additionally,,,gimulations ,of

alternate plans of -action for building a sYstem providd an excellent

mans-of~ 'omar-ison aing, them on the basis of risk considerations.
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CHAPTER V:- RISK ANALYSIS

TffheNature of a Formal Risk Analysis,-

It my seen thatg -anatural result of a stu& of risk analysis would

be a very detdiled, methodology or technical mnua for actually pet-

forming a riak analysis of a proposed weapon system~and a specific formatH for presenting the results., However, because of the great differences in

various projects and the time span fran the ~eirlk conceptual phase to the

[&--:! !developrnt :phase inwhc risk analyses should be p~i-frmed', no,

single-style of analysis is unidversally applicable.. indeed, it is hard

to find~a gingle style of analysis which is even representative. On the

H other heAfd, it would be equally inappropriate for this study to be no
more specific- than to merelyeot planners, to perform some ill-defined

Hrisk, nli,
therefore, we have chosen- a middle grourid' Jr. the sense that we will1

U identifyUth general nature of a riskahalysis and specify the outpuats

that should result from a good risk analysis.o virtually any t$ype of

weajpnsystem at a'ms any stage in its d~velbpment.

[] Rs analysis is a highly coordinated ex~mination of all factors

which .iffect the risk of acquiring 'a weapcn -ayster. Thd coordination

~~ U which ig;6r6cessary is between two' different~areas. First,,.there are-

L the'various strategies which are available for dealing with the--problems.

*whfich arise' from uncertainty i.e., the risk ,management strategies.

[Thelse were' tjeated ini Obapter IiI. Secondly, there is the estimation,

(either quantitative or ,qualitative)-of, what the- risk associated with

a -SPecific course of- acti61i,,6ctuafly is,_ i..j sk ' ssessnefit. Thisl
,was treated in Chapte r IV. in a normative 'fabhion, iw&halno clrf

L



the _nature 6! the- cc-ordine~lo-h between these two ar~eas thit is required'

Xo . We begin at that b6int in tip when a articular.Piograli

is proposed i:1 order to satisfy an all=eged need. The first step in a

risk analysis i±; o ae,-ether~a~iaidyo qualitively, the

risk afssociated with tChe program as it is ,proposed. This, is accomplished

by the risk ases-smeat group using the techniqules, introduced in Chapter

IV, and, it does ho~t rely on the geneiaion of management alternatives. f
2 The second step in arisk ah6 yss is, to 1&6ntifythose F

aspets of he roposed prog'a whihre considered to -bi, problem -aread&.

This is a, c6ordiiiated effort, between the manager and the ri&k -asse'ssment

group. The iisnager, wi1Lth the- -a4d, of 4is zittff And specialists, deter -

mines those aspec' s of t;Ie -p-s& oe- trogr.am which. are potential problem L
areas from a technical,, brudgetary, production or design, vi7epoiht. The

risk assessment group determines tlhose ag-ecta of the proposed program'

i~hich are botentiail problem- re P' otim a ssi'tivitk analysis, providedL

the- asse0.,?ent is' Quantitst~ve.. -A sen'sitivity alysisan exaafia-

tioei of how sensit'_,V4 the, eule of the ase- smelt (Zthe ,risk associitedL

with the -pr orami) are t6cha nges in the inp el. It -reveals which

factors, vhen aQltezred, cade s--ignificant"O chnges iu the iesults. itL

also reveals -whic~h of the, input fators can ~e altered and still notL

gignificantly akfect 'the resu~lts of theitasseszmint.

The manage:- aad the i5:tsk assess.ixt/gr6up- n6w- need to

combine the r~sults of their 6parst e 6ffortA and ariiv6. at a single

- - set of p9tenftal probl~em areas. Obvi-ouslyp the set will contain all-

of those, dr~kad hi- both, the mnager &nd risk assessmefit ,group singledL



out as -being potentially pjrbblematical, and it will not contain-any'

IIof those areas) which bo9th singled~out as non~problem aras Hotever,

It is nbt, necessaril true that the 6et should contain all 6fthos6,

IR areas iab-=t vhiLch the mnagar aad the rl. k assessmen. garup disagree.

Ther~e may'be areas -vhich- h maxiager singles out as ~potential prcbien',

areigs which can be shown to have -little affect 'on the overall risk ojiA

LIthe basis of -& sensitiirity anialys4s. These should,, be 'excluded fro the

final-set. Similarly, 'there may b6 areas vhiL';i,'the risk afsessmnin
I.. Iigiroup iiingles- o#t as potential problem areas which the manager- is con-_

fl fident~viJJ. not change., These to6 should be'exkcluded frii'the final,

s ,'t. The need and benefits of cogrdination. in this -step axre lar

-~ .Now that those-are-as whose i act on the risk -of the :bro-

gram is )jotentiy _!dverse. have been sl o 44d the, thhid- -stepp inrs nyisstoppsemas fviigoredcgtee roaie

*Jaegs-. this tasL-falls largely to the, manigei ahd -his staff. and-

precialisats and it is iaccomk).ished-by- th e oor ratonifapopie

U acqu tinstaege disauesed -iri-Capt.er III. The result of this

ste isthegenratiort ofP dew ifd presujmably better,, -ternative

[1 coursei of action.

4. - thi* tot _,point e ge ready, eor.4t, the above -kequence

,ebeginining wit-h steli one. for each of these -ndw altjertvs This

[1iterativ6. proceas is. ten continued uritil no ,basically new Alternitivem

are prbpos~'d. This, then,,, is \the- natur-'e of a, risk analysis. The

formalization of the analyzalA -iS accosp'ltished' by the'foiiting,,and

prsetai~. fthe result Q a -decso -mker. We now turhn our

attention to a norma~tive-discusgion of what the outputs of the fisk

L analysis should be.



Outputs ofa FoiAPI Risk-AnAlysis

A. A eneral.description ok the, dominent, uncerttainties- (target'i Li
technicill lzt~rnk2.progism, or ,process) whfich directoicithe sel~edtibn.u

of th4 originAl course of' action.

2. Identific6etion of alternate courses of action (such as- baidware -

pro6fing, pa, kUe'-, dbvelo-oment,,,6t.) to resolve the .-major undertaintie-

-~3. 'A detailed discussion of the, potential problems in nftAih~or

trgrelement,f6i each c~urse of action ~considered. In additioni to 1
technical nuncertinties,. this discussio6n shoiad include process

uncertainties ee.g.,) bi~dget), target uncertainties (e.g., engineering [
speci-ficatipns) and internal. program uncertainties (e.g., Ikey personnel).

4i. Individualand joint risk profiles of time and cbst for each

alternative ,course of action. The inherent &ssuf;tion'isi "that the

specific desired performanee is-,obtained by folloving the course~ofL

action.U

One of the principle, oitputs of the simulation of, a network in

w:,hich th -i6'&fid -iost -asciated with. each branch is a random variable,

is'&a. j o int distribution of time axnd cost for the entir project. And

altoi~h. t ~n b diplaed n'a thibe dimensional fig~e, this joint

jdistribztion, i,§ diffic2t t9_voik with,. Howev'er, sinac e time and cost L
pre dependent, it is es~ential to be able to see how they combine to

Affect the tisk ok iihe program. This csan ba accompished with the aidU

of 6 joint risk prokile of tim6)and cost (which is easily obtainable

fiom the, joint distribution, of time and cost)' simillar to that, shown I
below--.i
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Figure 9.

Joint Risk .Profile of Time aindi Cost

The curves on this grah are lines of' equal isk. For a

particular schedule and a particular budget,, the total rogram risk

can be appi-,oxizmted by interpolatins-betw&en-the curve, . For exan~le-,

the tbtaj. p.-ogram risk aisocia ted vith a budget of -c and a schedule

of td", i4 about, 0.25;, i'.e., the pr~iobility that the program'will

cokt, more, than', 6- ard take longe than t. is about 0.25.

[Plso obtainabih fromf the ouitpuit of' .the simulation, of' a netwiork,

in which\ the time and cost associated with each brand# (activity) is

.aq ranidom variable Is the individual di stribut ion 'of' -total progrm-

U ostan the individual distribution; of' total. program time. And,

fromif these ,are easily obtained the individual risk prof'ile of' t6tal

Program'cost, and -the individual risk profile s6f' total program time.

Typical graphs are shown 'below-.
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k. .URissk P 6f- Timi, Cost

For example, if the total .time allotted- for the project is t

weeks, 'then the risk, associated with this s-schedule is rt ; i.e , the

?robability that the pr6ject will take long r- than to ;Weeks to complete

is, rt Similarly, if co  dollars ,re budgeted for 'the project. the

risk associated with this funding teve! is rc ; i,%., the probability

that. the program mill cost more than $co  is r Iot6 that since

fti ahdcost are not independent, the probabiLity that the program _

will cost more than $co  and take longer then, t is not rcr --it_

can only obi ?btained from t-hr joint risk profiIe described above.

13. At), analysis of how ,.sehsitive the risk orofiles -are to chin~e in

the Ifnputs. i, is crucial 'to kknqw which factors, when altered, cause

significant changes in the risk profiles. It is also essentidl 'to ,know

'whi;h of the input factors can change and still not significantly affect

the risk profiles.
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-6. Tradeoffs,-as rec6mmended by the Program Manager, for maintaining
the overall program within, specified cost,. time, and performance thresholds.

7. Comparison with previous risk-lanalyses of the saie project. For

examp',ie, if the risk profile of cost changed from curve :A to durve B, it

11 wduid, indicate the risk associated with cost had increased.

1.0

.- Cost,
+ hsure 1i.

Z Z . Comparative 'Risk Profi:;e o +
t Cist-

8. A d erison of the candidate management courses of action and a

reeimmdation +of a preferred course. of action on the basis of risk ,cbn-

siderationsJlone. (It should be noted that this selection is ftot based

on, considerations of national utilityi political pressures, threat

assessment, etc., which are other inputs to-the decision-maker). For

[1 example, in the graph, curves/iA and B are the risk profiles of cost.

for -two different anagement courses of action.
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4Figure 12.

Risk. Profiles for- Altiruative Cours-es df'*tio,,U

If co dollars are budgetdd-.,the risk is the same for, each; but jf

more than dollars are budgeted, strategy A is prefekred.. 'Similarly,

if less than d dollars are budgeted strategy B is preferred., U
9.. Adiscussidn of the major aSsumptions and, an explanation of the

disparity when the results are differ6nt from those-expected. This Ph
serves not only as a check on the work ,of the risk-analysts'but also

enhanices the credibility of'the study t6 the decisionmaker.,

The Use.and Benefits 0. a Risk Analysi

In the peceding, sections, of' this chapter te have addressed the

issues Of "howj to perform a risk analysid" 'and "what the outputs of

an analysis should be. 'We now direct ourattenti6h to a aiscusgion

of how a risk analysis should' be ,used as .'an integral part of the

decsi6h-making process and the, benefits which accrue from its'tse L&i
A risk analysis iiay be part of a continuing, effort by ., :e program

,manager to keep abreast o' his program, or it may be prepared specif-

ically to evaluate alternatives for 'A major tradeoff decision by
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hihei, level authority. Either case cclls for k continuing assessment

U of' the program risi~sk. A continuing assessiment helps to determine if

[V there :is a decision to be made, while a risk. analysis helps determine.

which alternative to choose.

" There are at leat three, sign fcant uses for a riSk analysis.

I. It can provide.,the ,sziices and,-more specifically, the

ProgirakMamnrg, with a calpabiiiiy to identify the sigAificant-sources

of-program risk- and to,evaluate each of the individual influences to

determine the proper -aliocation of. resources &nd efforts for the reduc-

tion and control of theserisks.

The identification of major-risks and ,uncertainties as

~determined by the assessmefit .should be, a part of any periodic high4 level

review for major Pr.- a ms • In thepast, such-exposure of'possile pro-

gramproblems has ;been frowned on by some Program Mnagers for fear that
the [prJoled would- be -the result- of poor program manage-

ment. It is time that ,all -concerned accept the fact that, in, complex

[1 weapon system development, unexpected problems, wil ,arise due to the

] inevitable lack of complete knowledge at program inception. Furthermore,

many of these problems art 6utside the direct control of the Program

F Manager-and al,,of. them tend to intensify if left unattended., For

these reasons, it is essential that emnrging problems be brought to the

Ii attention of a high .level review as soon as they are, identified.

2. Risk Analyses pi oiride the military Services and the Office

of the Secietary of Defense with necesdaiy information bearing on the

program risks ir. order to select ,an; app2L6priate course of action,

establish thresholds,. or. terminate ehe endeaiV~i.
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The Services iwre a vital nedf6i a thorog risk analyi's

of -all :ailrifl~ve systema considered1 to mot ano ppkatkoilrure nt f
j7In mny dases it is-iiqiossible to determine today luist.'how certainE

systems evolved as the answers to given threati. A, Ks~nful and veli

d6cumented analysis of the- risks aind uncerainties asisociatrA with, eakh L
alternative system -would not only assist the Service- ;ii71ietifyigg the

best program. to present-for negotiation f fthei Develoint Concept Paper, El
T but 'would, tend to keep the, Service in a defensible position on-that pro-H

gram throughout the Conceptual Phase.6 The review of the preferred

alternative by the DSJIRC (or congress) at each ma~or milestone calls for [
and v'illi require a formal risk analysis- In the chaiter for the DAN,

autwority has, ,been ~granLted 'to esta'b'lish working -groups to asaist the E
* Council members in their reviews-.- One such Vorking~group ahbuld be5

assembled to consider the analyses- presenited by thi; Services, at. the -time

of proposed entry of a major program into ' 'alidatiofi or into 17all Scale

*Development. The recommendation of this group-should b46. ofi of the,

inputs; to the DSAEC decisioni at that fiestone.

3~. Risk Analysis trovide the -Programi~nJ~agerwith more,,co!0ete-

information oniwhich to base- the- Initial Cost Estizete '(ICE-),and a more

meaningful method of kresentiag the Estimate to,,the DbSARC abd CongeeA.

The Propgram Office 1;S' ,normaUly established at the' -time the

operational z6quiimeft it defined-. It is anticipated that the earli

risk analYsis performed to, select ,the..best, syst~hi during Concept,[

Formulation. would form- the -basis for the, Program Director~ to develop,

a comprehensive list of technical iincertainties to, b@ addresddby the

contractors in competition forthe development contract. ISince.1thi
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Program 1nager it~ formalUy res psible for prep iing the cost est imate-

IIto preiient to the DSARC, at tbe conclusion of the, Concept ?or~lulation

gPhase and for use as the Selected-Acquisition Report (SAR) baseline, it

behoo~res him to coordinate closely, vith the Sowrce Selecticn Auth6rity-

Uto insure that the conibractors analyze and document all- the -major problems

in "evioing the.,specified- system, and include the possible effects of

Ii such problems in their cost estimates. trom b~oth the Service'-s -and, the

D]-1OD's viewpoints, it is. iajoeratfire that the jioit realistic ICE be

reported in, -thi' SAL.- This can be atcomplishel only as a result of a

- 1] th-i6ugh risk analysis. No one entity affects apparent 'cost 'growth

more than- the Initial cCort -Estimate.

During, the dcoing-off period-between-source selection and contract

award- the iiinning contractor's -r.-ik analyiin should be updated to

refl-ct any changes that -y chave been made in tiqi stated operational

- A I]require~ents. Tbe- Teroam Mnager shoiild then use that risk analysis

to-'present, for the current 3reqiire'd:,perf6rmaance,, a joint risk profile

* U of ti-rdcost to the'DMAB.. (Of course, theProgriaj Majnager will

Fthave already -dett- ied-,a desired btidget and schedule fim the Vi~o~'le.)

-The profile 46iild~ illus iae-feasible ranges--of cos~taAd -s~ihedulej, and-

[1 aid the Tkrogr~m Manager in immedi-ate negotiation of his -posi'tion, 1f

that becomes necessary. From- guch a risk profile ,the'DSAIRC could also

determine the program risk associated wiith the thresholds stated- earlier

inte P

The priry benefits of a formal riskl Analysis derive from an

increlased degree- of realism and thoroughned . which this analysis

injects into the 'program. It is the means by \Which the manager choses
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from among the. -alternatives, araileble to hi Ain a decision-aking

environment characterized' by over-optimism, uncertainty and change. As

many nmebers of government and industry.pointed- out to ui during the

* preparation of this report, "A f risk analysis is putting on. the

table those problems, ahd fears which heretofore were recognized but

- intentioifialy hidden." What follows is a suanry of the major benefits'

of a formal, risk analysis. [
1. Ak gpod risk analysis at the start of a program is one of the

best ways to-aid ianageuent in carrying out a careful, detailed program

,, - planning operation, 'and to better 'fix the constirants of pa program

(cost, schedule, performance) at the earliest phases where the payoff

is. greatest. Indeed, risk itself cannot be defined until the constraints U

themselves are clearly defined. Thefixing of constraints thus becomes

an iterative process which involves exakining the risk of adhering to

the ,candidate constraints.

2. By focusinj,.pr6pr attention on each and. every progr.m

activity and event, the, likelihood of 'adverse srprises is . . I
greatl' reduced. To say the least, a good risk analysis constitutes
an extremely extensive planning effort in which the aim is the identi-

fication of ail expectedroughjspots in the entire program. Change,

when it comes, is- anticipted iind the alternatiVes available for dealkng

,with those problems which induce, change are; planned in a6dvance, thus [
reducing undesirable impacts 6h program.actiiies. ~

3'. -The careful analysis and planning operation noted above

will assure a tqte systems_ vproach in which engineering functionsi

program budgbts,. and time schedules are viewed'together. This resu;1its
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in,.balinced program planning, each facet of the prograi receiving its

fair attentionand evaluation,, and enables program personnel to better

U ,estimate the ability of, the .program-'to reamin within the established

constraints.

4.i. If a risk analysis is performed at the start of a program

and if it is continuously updated, the problem areas will be identified

as early as possible., This will permit the' earliest and the most timely

scheduling :of appropriate efforts aimed at their solutions.

5'. With maxinim advance notice 6f the occurrence of specific

"poblems,, prpgrrmanageent vill be bottei able to optimize the

all-6cati h of funds- to the various, progrm -ctivities. This enhances

the likelihood of adequate apportionment of' personnel and facilities

geared to a realistic assignment of priorities.

6. The very process of performing a domplete risk analysis

0 forces the collection of much useful information with attention focused

on critical information gaps.

L 7. 'One of the major benefits of riskanalysis may' be that it

alerts management to lthe, need for replacing unreaiistic "'single value'"

'estimates by, probability- distributions..

' ! 8. As th ,,accuracy of management And design approaches is

increased through the use of probabilistic parameter descriptions, it

is expected that there will be a better .chance of'-obtaining an bptimum

'I system configuration.

9. A good analysis of risk is basic to the argumpnt needed to

justify budget requests. Officials are more likely to bei convinced by

souind analysis than by some rather, general: sttement of bplief--they

Lwant credibility.
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aORsk analysis provides a ,anagen to for evaluating, the

decisions of the Program Manager.

Risk Analysis in the'Organization. Structure F
The concept that),&a risk analysis requires an iterative interaction

between the mnager and the as~sestsors,., coupled iith the ;act that, the

contractor has the data, dictates that the analysis mst. be. ,performed [
in either the military-or contractor' Program Office.. Sipxce the military

and contractor mnagers for-major program are in almost daily contact, L
the most efficient schezm' would be tohAve the assessnt done by the

contractor, wihteselectibn of alterhiative, courses of action-made

by the6,ilitary Program Matnager on recommnendations. from the Contractor

Prograk Manager. 'This arrangement. keeps, the military PM--the one .with

most to gain. from ~ i'naai~~~i ~n~ touc h tthose factors.U

affecting his program.

The picture 'that has been painted thus far is prii riy one--of

program'advocacy--as~ it should' be 11 the Program M6(a~err is to be f
exApected to include such an analysis 'in his nen techniques with

any degree of utility and enthusiasm. Howe0 r, Af -the Progifam Mnger i

faced 4ith a decision that requires tradeoiffsoutsid6 the .threiholds-of

his charter, he should be 'prepared t~o present a-co-mplete. risk anayi

with, several alternative courses of action and his recommendations to.

a ~igh level d~cidion board within 'his Service having, *Jor tradeoff

aiuthofity. At the samne time, PM's of mjor programs should be pro-E

vided direct access to such a board. This board, or review-council,

in turn, whibh m~y vary from Service to Service, 7ishould 'fund anL

inidependent evaluation of the risk analysis to aid in making tradeoff
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aecisfions. Thji evaluation could b6 d6ke.-by another contiactor , a

- non-pr6fit org~anzation, a- onsulting firm, or a Service :organizatibn,

U and otcJld provide a-chedk on the accuracy and cqoueteness of the

Sanalysis submitted by the Progiam- Mansger's analysis. The results of

-. , the eviuatik6n' should be presented simultaneouiy to the Prqggim Manager

and -te-- Couicil's staff aihd included in the subsequent tradeoff dis-

&usi~os. Firthermore, for 6Jb6r, tradeoffs, both the military ad the

contractoi rf roram,)1nagers should be present to interpret, the content

and, sburc-e of the-,aa~lksis.

The Seivice Council or DSARC risk analysis staff should be minimal.

in number, and seive as the administrative and advisory link between

LI the. Coucil and the',indpendent evaluationgroup. (Note that we've used'

the 4ord "evaluatin , and' not "analysis.') No 'independent group, will

ever be able to effectively perform a risk analysis on a program.

o Because they are independent they'will neither have access to the vast

amount ,of data necessary¢ to do the assessments, nor will they be ,able

"to <efficiently interact'with the Progrm Manager-to obtain the iterative
C

Sselection ofalternative courses of action to assess.

L
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/ RISK 'INDEPENDENT
RISK ' AALSI EVALUATOR,

ANALYSIS',-~ ,/--[

&EALUATIW.,

-PROGRAM MANAGER [

ITERATIV E
DEVELOPMENT

RISK A14ALYSIS ,l
CONTRACTO

FIGURE 13. 1
RISK ANALYSIS .)RdANIZATIONAL

STRUCTURE IN THE SERV9 E

Figure .3 shows a proposed orgenizational,-structure within each

'Service f,'i 'etfectively developing and using the outputs/ of a risk [
analysis., The structure -promotes ~utility of the analysis within, the

Progrim. Office, 'enhances. objectivity-bf the Program Manager 'if his i
actions outside the Program Office, and pr'ovides well'formulated I
alternatives to those efitruited with.major tradeoff authority.
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- EALUATION,

ASSESSMENT ORA
FOR 9, FI- FORSPECIFIC

jSE - -

ACIO -EAUTO

PROGRAM MANAGER-- -------------

ITE RAT~IVE-
DEVELOMENT

OF
RK ANALYSIS

B 'FIGURE 14.
'RISK ANALYSISORGANIZATIONIALEl "s'TRUCTU RE WITHIN DOD,

'ElFigur -714---s 6wi &. proposed--risk analysis 6 oghizationa1 structure,

-withinbb, DOD1Ntd-thit only the -preferred c'6urse, ofiadt ion is pre -

sent~d to the DSARC. The innovative feature of this 'structure is

thit risk prbf-ileei of. time and cost, iks opposed to point, estimates,

I are presented for review.
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CHAPTE1 : CONCLUSIONS AND RECOI4ENDkTIONS

'The goal of this study, has>'been to examine the DOD Weapons Systems

I ,Acquisition; Process to see if'the concept of Risk ,Analysis can contri-,

r bute.. We conclude that techniques exists for conducting a.risk analysis,

i -and, that such an analysis dan, be a valuable management tool. Guidance

has been provided for its preparation and 4se.

The 'conclusi6ns which , follow, have' emerged &s salient points of

[-our- study. Each cohch#8ion.is accb4paned by a recommendation for action

r that we feel ill 'help establish the 37le of -risk assessment and analysis

I[ ih the acquisition ,cycle. We, by no means consider this an exhaustive

[ list of proposals for ,change to pres nt acquisition methods. The

recommendations: given here are intended to augment the suggestions given

- in the several other -recent documents on wea on system acquis# Ai.

I
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CONCLUSION 1.

[ONE OF THE BASIC- PROBLEMS iN 'AY STUDY ON RISK IS THE LACK OFA

[ GEkEA ACCEPTED 'GROUP :OF DfINITIONS. "Risk" is 6ften used to mean

the i'prbability of failure," but -some studies include -the concept of

H the, "ipadt ot failure" .in their definition of risk. Also, many manage-

ment-officials have used the term 'risk" in a context where "uncertainty"

would be more appropriate., -Thus, the general "uncertainties" of the

- ,weapons acquisition proess become confused with the -more specific,

"technical risks."

RECOt4ENDATIOM- 1:

ESTABLISH DOD DEFINITIONS OF THE BASIC' TERM AND CONCEPTS USED -IN

RISK ANALYSIS. A list of chndidate 'definitions is as foll6ws': -; -

RISK: The probability 'that a planned event will not be
-attainedwithin constraints ('cost, schedule,
Srforman e) by following a specified course -of,actiopn. '

U UNCERfAINTf: Incomplete knowledge_.

RISK ASSESSMENT: A compreherisive and' structured process,
for estimating the risk issocieted with aparticular alt'rnatiy,'course" of actioh;

alsothe product ,bf such a process.

RISK _4ANAGEMENT: The generation of -altbernative coursds
of action for reducing risk.

RISK ANALYSIS: The process of cohbining the risk assessment

als0 the product of "such a prcess.
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C6NCL1jSION 2:

TECNICAL -UNCRTAINTY MOY BE ONLY A' Si0Jl PART CF THE WEAPON, SYSE[M

ACQUISITION PROBLM. SUCCESSFUL PROGRAM DIRECTION ALSO REQUIRES MA-

:*NT'OF TARGLT, INTWRNAL PROGRAM, AID PROCESS UNCERTINTIES,.

]RECOIOUIDATION 2:

REQUIRE tANY. "RISK ,ANALYSIS" TO INCWDFK CONDERATIONi OF TARGET, [
TECHNICAL,, INTERAL PROGRAM, AND PROCESS UNCERTAINTIES.,L

Ul
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CONCUSION 3:

~ iIN- ThE AREA CF QUANRTITATIVE RISK SMESSMENT, AGGjGTION -TECHNIqUES

(SUCH'AS NEWOR ANALYSIS -ARE XAR' MRIE .ADVA1.CED MHN- THE, -TECHNIQUES

LIFOR OBTINIG INP1T- DATA, -(SUCLAS SUBJECTIVE PROBABrii1 TY AND

TECHOLOGICAL FORECSTIN).

III RECQ3UENTION 3:

FUNDING PRORT FRIICOI METHODS FOR QUANTITATIVE MtIK

olA8SE8S*3M--SHOUL BE/GIVEN TO DEVELOPMT OF IN-PUY~TECHNIQUES.

Ip



CON(CLUSION 4:

_-xtSS- . R1,1EPORW RGvN AGENCY i K
ot~iDE THE is OR CONTRACTOR PROGRAWxOFI~icz CAN IFcTVL E-

FORUA. RISK ANALYSIS, Of. -THAT- PROGRAM. ,Cra' the, Vltcr~'b OIfice

and the, Contractor's Progra Office have access to the- vast !Rin 'of f ~

data necessary for the assesment wid effective contact vith \thi f ropra

WMager- -for selection of al1ternative courses- of action. Such A rik I
anaysi, okidadd a. ne*. dimens ion to the presentation, of ie tiie

coursei ot, adtiod' to the livel of uamw gemnt, entrusted,41th AJorktrader,

of& authority, particularly when supplemented bkt an ind eatn ivalution f
'of the-iltsk a~lyi itself.,

Rcoee6KNDTioN'4,:, IJ
o- -Direct, each~ c ncpt formulation -contractor to perfforn a4 -risk,

analysis of 'the, aytem-.being proposed for ne otiajion. of the DevelopmAent j~
Conc' p r,

o Direct evach contractor, in the source selection cometition to

perform, a risk ixnaly6,1iis and specifically include at least "the, uncer-

taintits-identifie& by'%the risk analysis. ,performed:-dtuing -concept,

o Require -the \pio'-4 oranMnager and the winning otatr oudt

the risk analysis after 441irce selection ~and before 'conitract award if [
adjustments are made tpc the, stated operational requirements during

that pe-riod.

6, Direct the; roitractor for each rnajor on-wgoing 'program to conduct 2
a .-ontinuin- aisseas~nt of the risk in, the pro'gram. the Program
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RIccwvnMTi ' 4 (Contd):

U Ibnager should:,use the results of the cc6#inuing aisessmrent in his day

U -to day mmagement-decisiois-.
o Require the Program Wn~ar to present the results of a current

risk analysis, to inc]lwde alternative courses of action, each time ,the'

program is TReed by higher- service autthority, for a major tradeoff

* decision'.

o -R -equire the Program Manager to present the r~esultsof -a risk

assessen~t of his pipogrami, gpecificaliy the risk profiles for time-and

ii cost, eachtim the troga isrviewed by the DSARC or Congress,.

o.0 Require-an independent evaluation- ,of the'risk analysis or

: [1assessment g~ach timie, the p rogram stat~us is: presented -to, higher

authority for arkaj or- tradebff or- milestone reyieirE.

JV
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CONCLUSION:

INITIAt COST, AND-SChEDULE' EST-hMATES F0_I MAJOR PROQRiS HAVE

INVARIABLY 1BEEN OVER-OPTIMISTIC. THE RISK THAT COST AND SCHEDULE f
CO~tVAINTS'WILL NOT'b MBET CANNOT BE DETERMINED I COTAND SCHEDUL

ESTIMATES AIRE GIVEN IN TERMS OF SINGLE POINTS RATHER THAN DISTRIK7LIONS. [

RECOI4IENDTiON 51

REPL.ACE THE POINT ESTIMATES OF COST AND, SCHEDULE ,PRESPINLY USED l
WITH THE-JOINT RISK PorOIE FOR, COST AID SCHEDULE YHI THE RISK-ANALYSIS

DEVELO.?ED AT THE C)MPL~lDN OF'S(AJRCE SELECTION. At the present time,II

this-can best be obtifhed frm the outut of a verszatile, simulated

hit-wmi apgi,0Cd4-usix4 Inputs -from qroupiAtssessmeft techiqxies,-

subjective probility,' technaological forecasting, cost estimating,

and-others as ficsra l

lpI-,
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I
COECiaioC 6:,

TO-OUR UK1LEDGE NO MWLOR DOD PROGRAM HAS DEELOPED OR USED A RISK

ANALYSISOI W "N'Wr NM IONED THS RTPOR.

RECCNEMTIUx 6:

INITIATE TEST CASES Ii &MY, -FORML RISK ASSESSNMS AND ANALYSES

SHOULD-'BE USED THROUHO~if THM PILOT PROGRAM~T DETERMINE THEIR FEASI-

j] BILITY MwI UTfILITY TO A DECISION HUMEE.

For a, thorough trial, prototype risk analysis, progranm hould be

initiated in programs, ih ieach of the three phases belii:,

o Concept FVrmlation
o, 'Validationt
0 Full Scalei Devel6pment

C The characteristics of a Risk Analysis prototype shculd include:

o A major program or subsystem
o A relatively short duration

o Coparison with a regular program
o A forial -risk assessment done by the contractcr
o ;An evaluation, of the contractor s risk analysfls by an

indepe'ndent agency (another contractor, non-.irofit
corporation, considting firm, etc.)'

C The pilot program should assist in evaluating, and detirmining:

o Procedures for risk assessment
o Appropriate team-composition
6 Input data re4iements for A risk assessment
o Methods of data presentationwto a decision mak6i
o Outputs of':a I acceptable Risk Analysis.

6 .Othdr problem areas.
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mmki R6 NO "O', E BEST WAY" TO CONDUCT A' RISK ANALYSIS. There are

ianj quantitative and quailitative methodologiei available, to assist j]
the analyst. The procedures tobe followed for a given program should

-be left to the disietion of the 'Program Manager with the advice of the*

analysis .team. The 6umon denominat6r that should 'be expected is

uniforz.output information.

THE PkLOWI. L'LIST Of OITS FOR A RISK ANALYSIS' IS-' 0CMEDED.

-'PILOT PRGA -sHoutp EcO*mE Tim mbs -USEFU OUTPUMS.iI1

1. 'Ageneral description of the types of uncertainties in the

program.

2. A- detailed discussion of the potential problems in each

major, program eiement (engine., etc.).

3. Identifcation of alternate mahagenent courses of ,action to

resolve the major uncertaintieS. '
4. Probability distributions ,of time and, cost; risk profiles

for each course of',action°

5. A sensitivity analysis to, determine the effect of input B
perturbations on the risk assessment outp#xt.

6. Tradeoff studies as directed bk the Program Manager for

,maintaining the oVerall progrsm within specified cost, time and

performance thresholds.

7. Comparison with previous risk analyses to identify trends. t

L
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RECOt~I CN&TI.I (Contd):

18. -A.,contArison of thi-candidAte courses of action and a

recommendation, of a-preferred stratey: based on' risk considerations

91one.

9. -A discusiion 'of he major assuptionaand ,an explanation

cdf the diipgrity vhen the results are differ ent from those expected.
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CONCLUSION 8:

THE CONCEPTS 00 RISK ANALYSIS, ARE INADEQUATELY UNDERSTO .OD. -AN-A

EDUCATION PROGRAM IS NEEDED TO, INSTRUCT ANALYS -TS AND HMNAGERS NTH

PREPARATION AND USE OF A FORMAL RISK ANALYSIS.

At the, pbresent tie~' there are very, 1evpple 'in the.- military[i

services or, industry- vho, are qualified by experience to pe'rform:'a

'quanitktative xrisk -analysis. --Similarly,, there are few mansgera whocare

accustomed to uising the ,outputs of a rIsk anklyais. For instance,H

probability, distributions more, accurately depict the- risk ofe devlopmnt

than do point estimates; yet there is widespread resistacke to using a

probability -distriblution because it isa an unfamliart or -perhaps suspect

techniqiie.

REd*CbNDTION 8:

FOLL OWING A MEANINGFUL PILOT. PROGRAM, DESIGN AND IMMENT A RISK

ANALYSIS EDUCATION' PROGRAM WITH THE FOLLOi'ING MAJOR AREAS OF MPH 9SB:'

Short oriefitatin. courses',in risk analysis for high-level

officials who deal with uncertainties in program managemient and prgr~am

approval.

Longer training co~urses to outline the details of risk assess-

4 -m6ent techniques foil selected, personnel whd 'nay be required to perform

such assessmient, in the governme~nt and industry Program. Offices.

Introduction of' Risk Analysis as aC discrete subject in the

curriotium, of appropriate 'governmenit schools duch as-*the Difensi W~qap'ns

System Management Center.

4'fi[j

1071



I'ECO~HEdATION 8 -(Cont&*:,

Assignnwat-of -pecialiLyt,-linted miitAr and civil serVice3 - ersdnnel to & non-profit, c'orporation or _private -consUlting firm with

exbeftis6, in Riik.AhP-lysii. Sudh seleatees should alreaidy ~have a

I Matei~ deree.'in operations -research, systems analysis-, or some

irlted discipline anid .their--asinment '(for up to a year) vould

4qlify them to'coniduct frlRisk Analyses for the Services, This

on-the-JoA training~irouldfsigificantlhejy increase the Service ca'ba-

bilit to p~erforz and; uqe --Risk Analys'es nd has its precedent in the-

I "training 'with -industry" program.

I w



CHAPTE I

1. Memiandum from the Deputy Secrez.taryr of'-Defense Sub-peDkt: .
Secrtares ; e A*, Ni~r, ad_-M~rF De Sjeceto

"Improvement in Weapon Systems Acquition,," ashipngt-n,
D.C., Pliy 31, 1969.

2. Memorandum from the DexpSecDek to thae.Se~retarie'9 of ',,-he Miita~y
'Departments, et hl., Subject,: 3 oicy Guidac n (o
Veapon .Systems Acquisiti~n, Wshington,. b MC 28',, 1970.

I 'Peck, MK.J., and Scherer.; F.M. The--Weapo nA!4u1sitioh-frocess.
Cambridge-:, Harvard, kbnssdho'16

4. Marshall, A.W., and 1M4ekling,'W.{ Predictability of ,the Coats,
Time,, and-Success of DeV61opnient.' Santa-Mo~nicA'- The -RAN~D
-Corporation, 1959. -

5.Ntonal Security industrial Ass'ociatio (lSA. eenecu-I

sitibn.Study. Waihington, D.C.,J 4y.1970.

6.ODDk8E. 'Defense Sdience.:Board, 19?0 Sumner Study-. Rep61t .of'the
the Panel on W&6on System, Si vification. San fiego, California,
Xugust,2-15, 1970.;

4' eros pace Industrie;§ Associa tion. (ALA).PaeISuyoEset1

Technical Steps a d- Related' Uncertainties in DOD Weap6nSytems
.Development. -Final Repoit. Washington, D.C., Ma.y1968.

8. AIA.. Phase IISudy. Essential T~chnical'Stepr and.-Related
Unetinis i DDVaoSytm drlpe. FihalI Report.
Washington, D.C., September 19,W~8

9. ALA. Phase III Study. Essential Technical Steps and Related
Uncert~ainties in DOD Weapon Systems- Develobmentt. Final, Report.
Washington, D.C., October- 1969, I

10. AIA. Phase IV Study.. Esseiitial Technical Steps &nd Related i

Uncertaintiesin DOD Weaporfi',Systems'De~elopment,. Final Repor t,
iasington, P X Ded&mb'r '197O. -

11. Industry Advisory Council. Panel A, The Major Systems, Acquisition 4j"
Process, Study for DepSecDef. Washington, D.C., June 14, 1969.

12. Office of the Director of Defense Research and Engineering~ (ODDR&E).
Defense Science Board, 1969 Summer Study, Repo-t of the Panel
on R&D Management, Newport, R.I., July 6-38,1969

109



H

13. ODDR&E. Defense-Science Board, Task Force on Research and
Development Iahagemnt. Systems Acquisition. Washington,
D.C. July -31, I96

-14. Blue Ribb6n Defense Panell(BRDP). Report .to the President and the
_ 'Secretary' of Defense o-n the.Departmeht of Defense, Appendix E:

Staff-Rep6rt on Major Weapon SystemAcuisition Process.
Washingtpii, D. , July 1970.

15-. BRDP. ]Rert to the ;President and the Secretary of Defense on theSepartjent?6f Defense, Appendix L:- Compdriso -of DOD, NASA.
1 {aid AEC Acquisition Processes., Washington, D.C., 'July 1970.

- 16. Foster, br. John. (DPR&E) Address to the NSIA Forrestal Dinner.
VWashingto n, 'D.C.,.12 March"1970.

CHAPTR tl r

1. Frosch, Robert A. (Assistant Secretary of the NVy for 'Research
and Devel6pment)'. Address at the Sixteenth-Annual Institute
on Government Contracts, Georgel Washi.ngt6n. University/Federal
Bar Association, Washingtogi, D.C., 8 May !969.

2. Postan, M.M.;. Hay, D.;.-and Scott, JoD .  Design and Development of
Weapons: Studies in Government and Industrial Organization°
Landofi: Her Majesty's, Stationery Office, 1964.'

U 3. Head. Major Richard G. "Decigion-Making on the A-7 Attack
Aicr aft Program." Doctoral Dissertation, Syracuse' University,

1 1970.

4. Knight, Frank H., Risk, Undertainty and Profit. Boston & New York:
_iHoughton Miffli Compank,, 1921.

'5, Gl~enhan, Thomas K. Jr. "Issues in the Choice, of Development
pqlicies," Econometrics and'.O0eratidis Research VIII, 'Strategy
for R&D. A RAND Corporation Research Study Springef-Verlag
New York Inc., 1967 .

6. Comptroller General of the U.S., The. Status of..the Acquisition
of Seected Major Weapons Systems. -163058 ' Report to
Con r's-. Ger"eral Accounting Office, Washington, D.C.,
16i Fbruary 19l70.

7. Marquis, Donald G., and Reitz, H. Joseph. "Uncertainty and Risk
Taking in Individual and Group Decisions." Cambridge:
Massachusetts Institute of Technology, March 1968. #315-68.

8. Aerospace Industries Association (AIA). Phase I Study on Essential
Technical Steps and.Related Uncertainties in DOD Weapon Systems
'Development, Final Report. Washington, D.C., May 1968.

110



Coptroller General of the Ui.,Svi The' Re rt on Acqulsition of
Ma~jor Weapons- Systems. 'PAn GeG-)neral AcotingI
Office,- Washington, -D.C.', February 1971.

10. ,Periy, Robei~t L. Innovatiofi and MilitarY-Requremiints: A
Conprative~tuAy. Sat c. The ROID Corporation.
August 17., _M51824R.

11. Niiinal Security IndutrialA-asociation (NSIA). Defense[
-Acauisitibh Study. Wiashington, D.; -July- 1 90

CHAPTE III -

1. Abernaithy, William J,. "!Decision Strategies in R&D Projects."
University of California ati Los Angele-k, IAugust- 1 969.
A.859773L

2; erospace Industries Associition (itA). 'Phasez II and III Study.
Essential Technical Steps ~and.Related Uncertainties -ini DOD
Weapon Systems 'Developmenft-. -Fina. Report. Wshington, -D.C.
b"-y 1968 and October -1969. .-

Coi~troilei General of the U.8., The. ]Re rt 'on Ac ustino

Major -Weapons Systems. DRAFT (- '.--5- - General Acouting
Office,. Mikshin-t-nD~. ?ebrua, 1971.

4. .Oftice .6f the Director of Defense Reseaich, and Engineeri~g (0DDR&9)
Defense, Scienc6 Board, Tas F orce 6 Rsearch and Development
Management. Systems Acquisition. Washingto, 1)o.,'ily3,

5.i Ccmptr6lix General of the U.S., The. Evaluati~n -ofik6 Two Prposed
Methods Lfor Enihafici'ng Competition in 'Meaponi.'S yst-6s1 Prd6ifre-'
ment. 'B"39995 . Repqrt" tb.o Congress.' Genreral. A'cb6uiitl~hg ,ifc,1
Washingpon, PtC., July 14, 1969.,

6. Gi~dney, Horace M.,, and J~kas, Villiam,'C. Te.Wepn A6414isition
,"Process: Systems Eng Lneeridig,-TechnicalUhceertiinty and
:D~velopment.Strategy." Thesis AFITj Wiht- Patteikson AFB,
bhio,. Octpber, 19,70.Ii

7. Glennan, Thomasa K. Jr. "Issues in the 'Choice of Devel~.opment
Policies,"' Econometrics and. Operations Research1~III, Strategy,
for R&D. A RAND' Corporation Researeb' .Stud"y, i Spier-Verlag
New York Tnc 0., 1967.

8. Koontz and O'Doniel. Principles of Maniagement: An' Analysis of
MangeialFuctionls.' 4th edition'X~cGraw-Hill Book Company, Inc.,

1968.-



9. Logistics Msnagemwnt Institute (LMI). Introduction to Military
Pg e Washington, March 1971. LMI
Task 69-28.

10. Wash, 'Ralph C. Jr. "Parallel Undocumented'Development," -The

Defense, Manageent Journal. v, 4 (Fal 1969), 16-21. -

11. National ,Security Industrial Association (NSIA). Defense
Acquisition Study. Washington, D.C., July1, 1970.

12. Nelson, Richard R. "Uncertainty, Learning, and the Ec9nomics of
Parallel Research and Development Efforts.2' Review of Economics
and Statistics, 43 (November 195).

13. Peck,,Merton J., and Scherer, Frederic M. The-Weapons Acquisition
Process: An Economic Analysis. ,Boston: Harvard University,
1962.

14. Induaty Advisory Council. Panel A, 'The Major Systems Acquisition
*Process. Study for DepSecDe,. Woshiriton, D.C.', June' 14,1969.

11 i5. Blue-Ribbon Defense Panel (BRDP). Report to the ,President and the
Secretary of Defense on the Department of Defense, Appendix E :
,Staff Report on Major Weapbn-SystemsAcqsiti:oini.Proceeds.

[ Washington, . July !1970 ..

fi CHAPTE'R IV

1. Aczel, J., and Pfanzagi, J. "Remarks on the Measurement of'
Subjectie' Probability and' Information.," Metrika, I (1966),
91-105.

2. Aerospace Industries Association (AIA)-. Phases III &'P Stuiy.
Essential Technical Stps and-ReIlted Uncertainties in DOD
Weap~on Systems-Development. Final Report. 'Washington D.C.,

F October 1969, and December 1970.,

3. Anscom 9e F.J., and Aiumnn, R.J. "A Definition of Subjective
Pi6bability." Annals of Mathematical Statistics, 34 (i963)q
199-205.

4. Applied Decision Systems, Inc. "Heavy Lift Helicopter Ri k Analysis
[ ~Tr'ain~h Program." Wel-lesley Hills, Mass., DAAJ-l-7] C-0546

(P3L).'

5. Blue 'Ribbon Defense. Panel. Report to, the President and, the
Secretary of Defense on the De prtmeht of Defense, Appendix E:
Staff:Report. oii\Mjor, WeaponSiStefns Acquisition Process.;Washington "D.C., Jiidyf 970.

112



6. Brown, Bernice B Delphi,Process:A MethooloIW/Used for the
Elicitation ofKOpinions of~~a Santa, X~nica: The BAIND
Corporation.' September 9."-325

7., Brown, Bernice, andHelmnr, Olaf. IinprovIEA the. Reliability43 of
Estiiites Obtaiified kromla, Consensus of Exterts. 'Santa ;fonica:
The, BAN Corporation"' June 1969. ' F2P

8. 'Brown, B.,;, Cochr~an,:;S.;- and Dalkey, N-. The,'Delphi -Method II:
Structure of Experiments, SantaMonica: The RAWIDCorporation.
June 1969. - RM5957-PR.

9. Dalkey,, N. "Analyees froma.Group Opinion Study.'. tures, z, 6.1
(Deicember -1969), 511551.

10. Kalkey, N. "An .xperimentalStudy of Group Oinion The, -1elplIi
Method.". Ndturegs, 1,, 5 J(Siptember'i1969):, 40&'~426.

11. Dalkey, N'.,C. Exeiet nGop rdcin 'Snts, V;nica,V W
The RAND. Cororatio. Nbxech 1 %E

12. Dalkey, Norkian,;C. 'The','IDelphi Method:_ An M iill~tia ,W 2Ed~
GopQiio. ',,anta Monica: The RAN"Corporati&t2.

Junme 1969., 11-5888.!PR.

13. Dalkeyr,, Norimn C:. Delphi. Santa M66ica: The RMID (orpoation.I
06t~lbe-r 1967. P-3704.

14. Dalk~syl N orman, andHeirner, Olaf. An Mdrimental Abpli ation -ofj
,te elhiMeho t tfeUs 6 Eprts. Santa^ MbnicA : 'The[

RANI) Corporation. Jy19. M -PR .(Abridged).

15'. Dalkey, Norman C.,._ind-Rourke,.Daniel L. Experimental AssessmentI
of Delphi Proc6edures wsith Group Value Judgments.- Santa Monica;
The RAND Cqkporatio,,. Febrdtiry 1971, R-612-ARPA.

16. Da"4yi~,-N.-. Srown, B..; and Cochran, S.. The. Delphi Wthod III:,
N6,& f Self .Ratings to Improve Group Estimates.. SZanta-hida: a
Tbii RAND Corporation. -November l969. RM-6115-PR.

17. Dalkey, N.; Brown, P.; afid.Cochrai, S. "Use ofSelf-Ratings to
Improve Group Esti _4t-Exp~rimental. Evaluation-of Delphi
Procedures." Techn6logical Forecastirni, f (1970), 283-291.U

19'. Dean, Burtoni V., And Hauser, Lawrence 1E. "Advanced 'Mteriel
Systems Planning. "' tCleVe-lan'd, Ohio:- Cas e Institute-:of
Technology. Septemberl 15§166. Technical.Memr-adumKNo.

* 65.

20. DeFinetti,. Bruno. "Logical Foundations and Measurement of '4
Subjective Probability." Aqta _Psychoiogica, 34-(1979),
129-145. ~

113



2t. kbert,. Ronald J. "Methodology for lmproving Subjective R&D
II ~~'Estimater." 0 Transactiosw nEh nein aae~nE-
U 3-(August. 1970), 108-116.

II 22. Eisner, Hoard." Generalized Network Approa6h' to the!Planning
U and Scheduling\opf'-'a Research Project." Silver Springs Md

Operations ReseA~rch Incorporation. July '1961.

U23-. ftlet; Harry E. Jr.; D avis, John L.; tnd Casey,, Irving J. "Selection
of Expe~rts.," 'Prep~int 3.MRy 1971 for Presentation 'at The 39th

* JNational ORSA Meeting, Dallas, Texas, 6&May 1971.

U 24. Enlow, Ronald, A.,, anid Pritakeir, A. Al-nB. "Planning M&D
Project's'Using GERT" iiitiona. Aeronautics & Space Administration.

U June 1969., NASA-l2-2-3,"-
25kishburn, Petei C. "Ptrefex,,ence-asedDefinit ions of Subjective

{-jProbability." Reserach-Analysis Corporation. .pp. 1605-1617.

U 26. Harman, Alvin J. A IMethodologi for Cost Factor Comparison and
*Prediction. JAssisted'by Suan'Henrichsen. Santa Moni'ca:' The

RAWD Corporatio'n. -AUgust 1970.. W-6269-ARPA.

27. Hebler, Henry, K. "'Cost and Schedule Uncrtainty and Prediction in
[IDevelopment Projects." Cambridge, Mass: Mssachusetts

Institute of Technology. May'21, 1970.
-28. HeJlmer, Olaf. ConveiAgencC%,bf-Expert Consensus Th~g Feedback.U Santa Monica:' The RAN]Y Corp6'ration. Septmber1964.P-2973.

29. HeJxanir, Olaf. Systematic Use of Expert- Opinions, Santa Monica:
The RAND Cdrporati~n.' 1Noiniber.1967.- P-3721.

30. tHelmer, O1&f. The'Systematic,:Uie ofExpert Judgment in Operations,
Researich. Santa Monic*: ',,he RAND -Corpor'atibon.' Septemuber 1963,
P-2795!'

- 31. -Hwang, John D. "Ri§k Analysis Versus--Systems Analysis minthe',
'Materiel AqiiinPoes"Pr'epared for theProc66ding, of
the Tenth, U.S. Ak*n Oper~tion.Reseax'ch Symposium,'Durham, N.C.,
26-28 May 1971.

L32., HAwngi Jon D. "Analysis of Risk for the Materiel Acquisition
Process Part I: Fi~ndamentals." Rock-Island, Ill: U.S. Ar*.IWeapons -Command. 'November 1970 SYR6-70.

L33'. Jones, M.V. "System Cost Aiaiyrsig: A Management Tool for Decision

Making. Bedford, Mass: The MITE'Corboration, November
1 1965. AD,624-893.

34. Koopari,.B].O. "Intuitive Probabilities and Sequences," Annals
of athmatcs, 2, -1 (January 19411), 169-187.

ii 1141



35. Koopnan, B.O. "The Axioms and.Algebra of Intuitive Probability. -"!
Annals of Mathenmtics, 41, 2"(April 1940)s. 269-292.

36. Kraft, Charles H.; Pratt, John W.; and Seidenberp, A. "Intuitive
Probability on ;Finite Sets." pp. '408-419.

37. Kyburg, Henry E. Jr., and Smokler, Horard E. Studiei in Subjective
Probability. New Y6rk: John Wiley '& Sons, Inc.,"1964.

38. Lo'istics Management Institute. Introduction to Military Program
Mnagemerit. Washington, D.C., Nrch 1971. LMI Task 69-28.

39. Memoranddm from Hqs. U.S. Army Materiel Command to the Dir. for II
Procurement Policy, .Subjecf: "Recommendation on DOD Cost
Estimating Techniques, ' 5:'September 1970.,

40. Memorandum krom National Security Industrial Association for N. A
Trustees and Committee Chakirmen, Members DAB Steering Committee,.
Subject: 1"DAS-BRP Report Comparison," Washingtoni DX.C.,
10 September 197.0.

41. Morrisoi, Donald G. "Critique of: 'Rankin igPr6cedures and Sub-
Oectiye Probability Distributton'." ,1hagement Scienc , 14, 4
, ( )e( mer 1967), -253-254 (b ).

42. Murphy; Allan H., and ,Wjnklr, Robert <L. "'Scoring Rules in-SProbability Asse~smiint and Evaluation." Acta "Psychologica, 34

(1970)), 273-286.-

43 . North American Rockwell. iBriefing Charts. "Technic l Risk Analysis
Program for B-l." Los Angeles, California. TFD-71-79, Rev.
4-1-71.

44. Novic,, David, and Pardee, FrederickS. Reducing Lead-Time Through
Improved 'Technological Forecasting: Some Specific Suggestions
for More Usefully' Formulatd' ,Projections .of Technological
Availability. 'Santa MonicaC: The RAND 'Corporation. June 1969.
AD 689- 246 o 

J

45. Peterson, 'C.R., and Phillips, L.D. "Revision of Continuous
Subjective Probability Distributio-S. t ." ' Transacti0ns on
Human Factors in Electronics, JE-7, 1 (YArch !966) 1169-"22.

46. Pinkel, Benjamin. On the Decision Matrix ei~d the Judgment Process:
A Development Decision Example. Santa M6nica: The' RAND Corp-
oration. June 1969o P-3620o

47. Pinney, WE., and Leslie, R.N. "Risk Analysi, Model (RAM)." Fort
Worth Division: General Dynamics. 16 September i968. ERR-FW-773o

, 115



..-Pinney, W.E.; Baiey,. W.J. ,III; and Williamson, ,M.L. Jr. "Concepts
Fl and Procedures fbi~ Risk Analysis." Fort Worth Division: General,
Li 'Dynamics. 16 Deember 166 ER..W-528.

h Pnlski, Bjr. '"isk ~ppraigil of Piogramis System (RAPS) .I] Pilaelpha.,Pa.: GeneralElictric Company

5b. J ratt , John -W.;Raiffa, H6wa~.d;. and Schiaif~r, Robert. 'The
Foundations -of -Decisio'n Under Unceit~inty:. -An EleientarL
Exposition. Cambridge i. Harvar&'UniVersity. PP. 353-37-5.

fl51.Piitskeir, A.Alani B., and Burgess, Roland R. "Vhe1.EtRT SimulationLi -P~~rograms: GERT III, GERTS IIIQ, GERTS IC adGRSII,
Blacksburg, Va .,: .Virginia Poljtechnic- Institte. NiAS-l;22ll3.-

Li52. Raiffa, Howard.. Decision AhalYsis-: Thtroduotory Lectures on Choices
Under,,iUncertiity. "Readng: Addision-We'sleyi 1968.,

'53. Roberts,,Edward B. "'Exploratory aiid Noi~'mative Technolbgical Fore-
casting: A Critical Appriisal." Techn6logical Forecasting,1
(i 6))i. 113-427.

U54. -R6binsbnj S .L., ,PreliminaIy Edition, "MATHRET 1W.tH MATICA'S
Xetwork ,Anayzer Program." Prin~eton,, N-J.: MATHEMATICA.
-November 1, 1970.

55. Savage, Leonard J. "!The Elicitation of Personal Probabilitiesand
E xpectations." Uripublished manus~ript, Yale University, 13-
October 1970,

56. Smith,,Lee-H. "Ranking Procedures and Subjective- Probability
[1Distributions."'-Management Science, 14, k (Deceni'er 1967), A

57. Stael Von Hfolstein, darl-Axel* 5-i "Measurement of, 'Sbjective
PRiobability. " 'Acta Psych6J.6gic&, 41 (17) .k-,9

58. Sifimers, Robert. Cost Estimates ~as Predictors of Actual, Wea~i
Costs:. A-Study of Major'Hardware Articesz, Santa Monica!
Th RN ,opain- 8rh15-R-6-;P'(Abridged).

59. Suppes,,Patrick. "The Role of Suibjectiye Probability and Uitil'ity
LIn Decision-Making," Calif ornia: Stanford- University. pp. 4b

-614a3.

60. Thompson-, Gerald L. "tCPM and DCPM UnderRisk," Pit-sburgh, Pa.:
Carnegie Mellon 'University. M*i-ch 1968. AD 668-490.

61. Thompson, Gera-ld L. "CPM and DCPM Under;Risk," Naval Research

LLhgistics ,Auaiter1y,,XV, 2. (June 1968), AD 67-68

116



62. Timson, F.S. Technical Uncertainty, tipidted -Contract* Payoff, and
'Engineering ,Decision'NWk.ng -in -a Syrtem. Developiit Pro~eet.
Santa ,Monica: The RAND Cortoration. Augi 1970- RM-6044 KPA

63. Tod&. Masanao. "Measurenmnt bf Subjective 'Probability,' Distribution,. !'
iPennsylvanis: State College. APi4J. 1963. Report-No. 3; U

64&. -VanS66issen, Robert.F. "iA Scale for the Measureiient of 'Subjective,

Probibility!"p~ 159-166;.1
65. al3~h, Mchael A; K6gan, Natiian;. and Bern, Daiyl J. ' 4roup

65.___ 1-ah i

Influence on Individuial Risk T aking;." Journal of Abinormal and
'Social Psycholoksr,, 6%, 2 (1962), 7-86: U_

66. Welker. pDr., EACE.; 'Ingra, G.E.; and Herrmann, C.R. "thebdeveiop ntf

and Applicition -of a Methddologk of Program. Risk-, Evaluationi."L
1Santa _Barbara,,California: Gen~ral Electric Company.- P-416,
'TEMPO

67. Winkler, 'Robert"L. "Th~e Assessment of'Prior Distributions in
Baia3in Aiiciysis . " 1ndiana: IndianaUniverity. Ipp. 776-800.

68. Wnkler',Robert L.. '"The Quantification of~ Judgment: Some [
gethodological Sii~estions.1i J-our nl of the. American-Statistical
Association, 62, 320 (December .97), 1105. U20.

69. wihker, Robert L. "The',,Cqnsensus of Subjective Probability
Distribut ions." l.Wnaj~eznt Science, 15, 2 (October 1968).

117


